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components of other software vendors.

National product specifications may vary.

These materials may have been machine translated and may contain grammatical errors or 
inaccuracies.

These materials are provided by SAP SE or an SAP affiliate company for informational purposes only, 
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accompanying such products and services, if any. Nothing herein should be construed as constituting an 
additional warranty.

In particular, SAP SE or its affiliated companies have no obligation to pursue any course of business 
outlined in this document or any related presentation, or to develop or release any functionality 
mentioned therein. This document, or any related presentation, and SAP SE’s or its affiliated companies’ 
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all subject to change and may be changed by SAP SE or its affiliated companies at any time for any 
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various risks and uncertainties that could cause actual results to differ materially from expectations. 
Readers are cautioned not to place undue reliance on these forward-looking statements, which speak 
only as of their dates, and they should not be relied upon in making purchasing decisions.
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Typographic Conventions

American English is the standard used in this handbook.

The following typographic conventions are also used.

This information is displayed in the instructor’s presentation

Demonstration

Procedure

Warning or Caution

Hint

Related or Additional Information

Facilitated Discussion

User interface control Example text

Window title Example text
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Course Overview

TARGET AUDIENCE
This course is intended for the following audiences:

● Application Consultant

● Development Consultant

● Developer
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UNIT 1 Solution Overview

Lesson 1

Introducing SAP Customer Data Cloud 3

UNIT OBJECTIVES

● Explain the basics of the SAP Customer Data Cloud (CDC) platform and API
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Unit 1
Lesson 1

Introducing SAP Customer Data Cloud

LESSON OBJECTIVES
After completing this lesson, you will be able to:

● Explain the basics of the SAP Customer Data Cloud (CDC) platform and API

An Introduction to the Platform and API

Figure 1: An Introduction to the Platform and API

Figure 2: Megatrends driving the need to build trusted customer relationships

Customer Experience pillars:

1. Know your customer, have a 360 view

2. Build trust with customers / deliver value in exchange for data / companies must become 
more sophisticated in the way they accumulate and manage personal data

3. Deliver relevant and convenient services and products

© Copyright. All rights reserved. 3



4. Regulations are shifting the power to control personal data collection and usage back to 
the consumer, companies must be compliant / companies must seize this moment to 
earn trust for their benefit

Figure 3: SAP Customer Data Cloud Solutions

CDC will be used to refer to SAP Customer Data Cloud throughout the training materials.

CIAM stands for Customer Identity and Access Management.

Figure 4: Customer Data Cloud: A robust, scalable Identity and Consent platform

Unit 1: Solution Overview
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Figure 5: The Customer Data Cloud Platform - Overview

Figure 6: SAP Customer Identity - Identify customers across channels & devices

First module of the solution - SAP Customer Identity

1. Provides a frictionless point of entry for customers across brands, regions, and 
properties, with customizable and secure registration and social login screens and flows. 
U/P: Username and Password, BYOI: bring your own identity, OTP: One Time Password.

2. Securely identifies online visitors from any touchpoint using federation, single sign-on, 
and flexible user authentication options. https://developers.gigya.com/display/GD/
Authentication+Options

3. Provides many security features against identity fraud and theft, such as increased 
security levels based on context (RBA-Risk Based Authentication) or account takeover 
protection.

Lesson: Introducing SAP Customer Data Cloud
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Figure 7: SAP Customer Consent - Managing preferences & consent for customers

Second module of the solution - Customer Consent

1. SAP Customer Consent helps businesses manage consent throughout the lifecycle of the 
customer.

2. Consent flow

a. i. Present and capture consent

ii. Maintain accurate consent, including auto-prompts for consent when policies are 
changed

iii. Enforce consent when syncing data outside of Customer Data Cloud

iv. Provide control to users for their data - view, update, delete, …

Figure 8: SAP Customer Profile - Power trusted digital experiences with first-party data

Third and last module of the solution - SAP Customer Profile

1. Leverage CDC's powerful database (extensible data model, fully indexed, …) to build a 
unified reference for users' identity data

2. Benefit from CDC's integration capabilities to orchestrate user data exchanges with the 
rest of the Customer Experience Suite.

Unit 1: Solution Overview
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3. Identity Sync (dedicated ETL infrastructure + dataflow studio script editor)

4. Comprehensive API

5. WebHooks

6. Identity Governance - with features such as account freezing, auditing capabilities, etc.

Position in the Stack

Figure 9: Position in the Stack

Figure 10: SAP C/4HANA - The Customer Experience Suite

SAP Customer Data Cloud allows storing X (experience) and O (operational) data directly 
related to your B2C and B2B customers. Identities can be sourced through standard 
federation mechanisms, such as SAML and OpenID Connect systems, directly through RaaS 
(site identity) or connected through social networks (we support 35+ social networks in the 
East and West). Consent and preferences allow your systems to store communication 
preferences, terms of service, data privacy, and other types of consent, and most 
importantly, be compliant with data regulation laws. The digital profile can source customer 
behavioral data from external systems, and also store first party profile information. You can 
leverage standard integration when connecting SAP Customer Data to other SAP Clouds such 
as Marketing, Commerce, Sales and Service using GConnectors or IdentitySync to 
downstream/upstream customer data from/to SAP Customer Data Cloud.

Lesson: Introducing SAP Customer Data Cloud
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Figure 11: Trusted personalized relationships drive higher customer lifetime value

You can read the circular diagram as follows:

1. A customer decides to shop for products for the first time on an SAP Commerce System 
connected to SAP Customer Data Cloud. So she/he decides to register a new customer 
account (Frictionless Registration/Login).

2. The same customer decides to provide extra information using Self-service Preference 
Center.

3. The customer profile is enriched through other existing profile sources on the connected 
system, giving the system a Unified Customer Facing Profile.

4. The information is downstreamed from SAP Customer Data Cloud to SAP Marketing 
Cloud, where the customer can be Segmented (profiled), allowing for Personalized 
Experiences. The decision of profiling a particular customer is given through affirmative 
action using SAP Customer Data Cloud Consent and Enterprise Preference Management.

5. SAP Marketing can suggest Relevant Offers (product suggestions) to the customer, 
always observing his/her consent preferences.

6. SAP Commerce Cloud starts to display suggested products through its integration to SAP 
Marketing Cloud.

7. SAP Marketing Cloud receives from SAP Commerce Cloud any customer interactions 
through Contextual Engagement, in order to evaluate how effectively the personalization 
and customization is reaching the customer.

8. SAP Commerce Cloud can display different banners or content according to the 
customized personalizations you decide to define using your Target audience (a rule-
based mix of your Segments).

9. Also, you can provide different search results to your Target audience using SAP 
Commerce Adaptive Search.

10. By using SAP Customer Data embedded to SAP Commerce Cloud you can leverage many 
ways to identify your customer: email, phone, FaceId, TouchId, push notification, social 
login, SAML, OpenID, etc. The Seamless Checkout is truly frictionless and simplified 
through a single RaaS (Registration as a Service) API.

Unit 1: Solution Overview
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LESSON SUMMARY
You should now be able to:

● Explain the basics of the SAP Customer Data Cloud (CDC) platform and API

Lesson: Introducing SAP Customer Data Cloud
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UNIT 2 Console

Lesson 1

Understanding the SAP Customer Data Cloud console 13

UNIT OBJECTIVES

● Use the SAP Customer Data Cloud console
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Unit 2
Lesson 1

Understanding the SAP Customer Data Cloud 
console

LESSON OBJECTIVES
After completing this lesson, you will be able to:

● Use the SAP Customer Data Cloud console

Console

Figure 12: Console

Figure 13: SAP Customer Data Cloud Console

© Copyright. All rights reserved. 13



Figure 14: Site Setup

● For example, if you use three environments (Development, Staging and Production), you 
will need separate site definitions for each environment (3 unique API keys).

● The data center entry cannot be changed once the site has been created and indicates the 
location of the server holding your user data. Selecting the correct data center is not trivial 
and is dependent on your site's location. To verify a site's data center location, see 

https://developers.gigya.com/display/GD/Finding+Your+Data+Center .

Figure 15: Data Residency

The data center entry indicates the location of the server holding your user data. 

It cannot be changed once the site has been created. 

Unit 2: Console
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Figure 16: API Key

Production environment API keys should not be used for testing. Use separate site definitions 
and API keys for test and production sites.

Figure 17: Site Settings

Figure 18: Console Administration

Lesson: Understanding the SAP Customer Data Cloud console
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Figure 19: Auditing Capabilities

Figure 20: Manage Applications

https://developers.gigya.com/display/GD/Acceptable+Use+Policy

Figure 21: Regenerate application key

Unit 2: Console

16 © Copyright. All rights reserved.



Figure 22: Invite Administrators

The Permission Group system enables you to create users (user keys), grant them 
permissions, and evaluate their permissions upon incoming requests. The permissions 
determine which API methods the user can call, what parameters the user can pass, what the 
valid values for these parameters are and what types of logical operations are allowed. In 
addition, permissions are scoped to certain partners or sites.

Figure 23: Account Settings

^xUser keys are more secure than giving all users the partner secret key, which grants full 
permission to all data and actions on the API key, including the ability to delete user data. In 
addition, actions taken using the user key are tracked for auditing purposes.  

Lesson: Understanding the SAP Customer Data Cloud console
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Figure 24: Partner ID and Secret Key

Caution 1: Never use the partner's secret key in your configuration or developments!!!

Caution 2: Never give the secret key! Think of it as your root password for your entire partner 
account!

Figure 25: IP Restrictions

https://developers.gigya.com/display/GD/Console
+Administration#ConsoleAdministration-IPRestrictions

Figure 26: Administrator - Walkthrough

Unit 2: Console

18 © Copyright. All rights reserved.



Internet Explorer is not supported anymore.

Refer this video for more details

https://enable.cx.sap.com/playlist/dedicated/95027061/0_cshu70of/1_l6iylh9e

Site Setup

https://enable.cx.sap.com/media/1_cx0inbw5

Figure 27: Exercise 1

 

LESSON SUMMARY
You should now be able to:

● Use the SAP Customer Data Cloud console

Lesson: Understanding the SAP Customer Data Cloud console
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UNIT 3 Schema

Lesson 1

Understanding the Schema 23

UNIT OBJECTIVES

● Describe the SAP Customer Data Cloud data schema
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Unit 3
Lesson 1

Understanding the Schema

LESSON OBJECTIVES
After completing this lesson, you will be able to:

● Describe the SAP Customer Data Cloud data schema

Data Schema

Figure 28: Data Schema

Figure 29: What is the Schema?

● System data fields are not displayed in the schema, but they are returned with the payload 
of the login request or response.

● Identity Store is the main store (Login, Accounts API, etc.)

● Data Store (DS) is an API Database (JSON) which can be customer, site, or project-
specific. It's a cloud database, and the data is merged automatically with Identity Data.

© Copyright. All rights reserved. 23



Account and Data Store

Figure 30: Account and Data Store

Figure 31: SAP Customer Profile - Flexible Account Structure

Figure 32: The User Account

Refer to this link for more details

https://developers.gigya.com/display/GD/Profile+Management+-+IDS

Unit 3: Schema
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Social Sync - The user's social network profile data (which is available after Registration/
Social Login) is automatically imported, stored in Profile Management, and made available for 
searching. In addition, whenever your Facebook users update their profiles on Facebook, the 
changes will sync automatically to Profile Management. CDC automatically subscribes to the 
following Facebook fields: birthday, books, education, email, first_name, hometown, 
last_name, likes, link, locale, location, movies, music, name, 
relationship_status, religion, verified, timezone and work. Note that CDC complies with the 
social networks' platform policies.

Dynamic Schema - The storage is built with a dynamic schema that can seamlessly process 
massive amounts of user data in an optimized way. Having a dynamic schema means that you 
may store any custom data you have with no constraints on its structure. You don't have to 
know in advance how your custom data is going to look, and it doesn't have to look the same 
for all objects. There is no need to go through schema creation or modification when the data 
structure changes.

● PROFILE consists of first name, last name, email, and up to 35 fields - it's fixed - you 
cannot change it, except whether it is mandatory or not. Fixed fields are used for 
integrations with FB, Google, etc.

● DATA is a custom layer for data (change names, types, address, postcode or zip code, 
etc). There is no way at the moment to create a handler between profile and data

● SUBSCRIPTIONS consists of anything related to user subscriptions but not with user 
consent or user preferences: I consent with terms but I do not subscribe to this email 
letter…. (opt-in)

● When you login you get returned only data that has a value (is not null)

● Best practice: turn off dynamic schema

Figure 33: A sample Account in JSON object representation

Lesson: Understanding the Schema
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Figure 34: A Sample Account in JSON Object Representation - Profile and Custom Data

Figure 35: A Sample Account in JSON Object Representation - Identities

Figure 36: A Sample Subscription in JSON Object Representation - Subscriptions

https://developers.gigya.com/display/GD/Subscriptions+Object+REST

Unit 3: Schema
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Figure 37: A Sample Account in JSON Object Representation - Preferences

Figure 38: A Sample Account in JSON Object Representation - System Data

Figure 39: What is SocialSync?

https://developers.gigya.com/display/GD/Identity+Compliance#IdentityCompliance-
IdentityCompliance:FacebookData

As the profile object is mapped with the data that can be returned from social providers, 
Profile object is pre-defined and cannot be modified.

Lesson: Understanding the Schema
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Figure 40: Schema Editor

Overview:

● Interactively edit schema in the Customer Data Cloud Console

● Support up to 1000 additional custom fields beyond the default schemas

● New fields can be added to existing site's schema

● This utility is only available to Console users that have the necessary Console permissions

Benefits:

● Clients can now easily view their existing schemas

● Clients can quickly update their schemas themselves: self service

● Only authorized individuals are granted access to Schema Editor for extra security

Figure 41: Define Schema using Console

writeAccess - Specifies whether to allow unsigned requests to write into this field. This 
property applies when using the accounts.setAccountInfo method or when setting fields 
through the usage of a Screen-Set. 

The supported values are:

Unit 3: Schema
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"serverOnly" (default) - Only signed requests coming from the server are allowed.

"clientCreate" - Unsigned requests coming from the client are allowed to write into this field, if 
it was not previously set.

"clientModify" - Unsigned requests coming from the client are allowed to write into this field 
and modify existing values.

Figure 42: Account and Data Store

Figure 43: Data Store

The Data Store is a premium platform that requires separate activation. 

Limitation of 512K per JSON object.

Major Features

● Dynamic Schema - Meaning you don't have to know in advance how your data is going to 
look and it doesn't have to look the same for all objects. You may store any data you have 
with no constrains on its structure. There is no need to go through schema creation or 
modification when the data structure changes.

● Fully Indexed - Meaning that no matter what data you send you can always search based 
on any combination of stored fields in that data. You don't have to know what your queries 
are going to be or create the appropriate index in advance. An example of such a search: 
get the email addresses of all U.S. users who graduated from any university between 
2000-2005.

Lesson: Understanding the Schema

© Copyright. All rights reserved. 29



https://developers.gigya.com/display/GD/Data+Store

Figure 44: Common DS Use Cases

Figure 45: Object Key fields

Figure 46: Design your DS Objects

Unit 3: Schema
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Figure 47: DS Key REST API Calls

https://developers.gigya.com/display/GD/ds.setSchema+REST

https://developers.gigya.com/display/GD/ds.getSchema+REST

https://developers.gigya.com/display/GD/ds.store+REST

https://developers.gigya.com/display/GD/ds.get+REST

https://developers.gigya.com/display/GD/ds.search+REST

Figure 48: Exercise 2

 

LESSON SUMMARY
You should now be able to:

● Describe the SAP Customer Data Cloud data schema

Lesson: Understanding the Schema
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UNIT 4 Customer Identity

Lesson 1

Understanding Registration as a Service 35

UNIT OBJECTIVES

● Describe the SAP Customer Identity

● Understand Lite Registration and Full Registration
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Unit 4
Lesson 1

Understanding Registration as a Service

LESSON OBJECTIVES
After completing this lesson, you will be able to:

● Describe the SAP Customer Identity

● Understand Lite Registration and Full Registration

Customer Identity

Figure 49: Customer Identity

Figure 50: SAP Customer Identity
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Figure 51: Why you need to build profiles progressively

What we recommend is thinking about identity not from a binary concept (anonymous or 
known, unregistered to registered), but thinking about identity in a progressive way. The 
awareness phase is when the customer first visits your site. The customer is still anonymous, 
but there are things that you can learn about that consumer; whether it's through a mobile ad 
id, a cookie, etc.

Then the customer goes into the consideration phase. A full registration might be too much to 
ask for at this point, but maybe there is an opportunity to ask for what we often call a lite 
registration. Maybe that customer just wants to sign up for a newsletter on your website or is 
in a store and uses an email address to sign-up for a rewards program. The consideration 
phase is not getting a complete registration with a password and having to ask for that full 
authentication, but maybe just asking for an email address and starting to build that 
relationship with the customer.

The next step is the conversion stage, and at this stage is where you get that complete 
registration (as it's traditionally known). You get that full authentication of the customer. You 
might ask for things like the customer's address or various interests.

Retention is about building up the customer's profile; understanding the customer's 
preferences over time so you can drive personalization.

There are ways to do this. You may have heard of technologies like progressive profiling 
where over time, at the right times, you ask for additional information about the customer 
when you can provide that consumer value. Maybe it's about personalizing the website 
experience or personalizing the type of clothes or retail that you're showing to that consumer.

Finally, advocacy is when you can dynamically perform all these steps in the various phases 
on an ongoing basis. This is not a one-time thing. It's an ongoing process.

So many important attributes are stored about your customers. Many clients ask if there is a 
single centralized place to store key elements that enrich the single view of customer profile. 
Not only can we store that information we can also feed those centralized identities and 
profiles to downstream applications.

Refer following video for more details

https://enable.cx.sap.com/media/1_fyrbb6be/

Unit 4: Customer Identity
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Lite Registration

Figure 52: Lite Registration

Figure 53: Lite Registration

Overview:

● Out-of-the-box lite registration screens

● Unregistered users can use an email to sign-up for content (e.g. promotional offers, 
newsletters) or to participate in a certain way (e.g. vote, unlock page)

● No password required

● Clear opt-in and opt-out flows for complying with privacy regulations

● Lite accounts are converted to registered accounts upon full registration

● Full support for exporting and importing subscriber data to third-party platforms, such as 
Email Service Providers (ESPs), either with IdentitySync (CDC's ETL service) or using 
accounts.search.

Benefits:

● Drive engagement based on value for information exchange

● Increase the number of known users

Lesson: Understanding Registration as a Service
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● Centralize opt-in management for registered and non-registered users

Refer to the following videos:

https://enable.cx.sap.com/media/1_g5m0638r

Figure 54: Supported Use Cases

Email address is mandatory

Figure 55: Lite Registration Sample Flow

Figure 56: Definitions

When users perform a lite registration to your site, an email account is created, to which a 
unique identifier is assigned (UID). When, later down the line, the same email address is used 
to fully register to your site, CDC automatically assigns it the same UID.

Lite Account

● A new lite account is created every time an non-logged-in user subscribes with an email 
address

Unit 4: Customer Identity
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● No other identifiers or social data are associated with this type of account

● Schema-required fields are ignored

● Can contain both profile and custom data fields

Full Account

● Created when a site visitor completes the Customer Identity registration flow (regardless 
of whether or not the account is pending verification)

● These users can register with a social identity or create a password for your site.

● In the context of lite registration, full account data is merged into the corresponding email 
account every time an accounts.setAccountInfo call is made for that account.

Email Accounts

● Note that data is merged from full accounts or lite registrations into email accounts and 
not vice versa, with the exception of subscription data that is shared in real-time between 
account types.

● An email-based view is enabled only when lite registration or subscription management 
are enabled in your Customer Data Cloud site.

Subscription Object

● Stores subscription data for a designated mailing list

● Note that subscription data is the only type of data shared between all accounts (i.e. in 
email accounts and full accounts). Therefore, you can retrieve subscription data of fully-
registered users and lite registrations.

● Available only with Enterprise Preference Manager

Figure 57: Create Lite Accounts in the API

https://developers.gigya.com/display/GD/Lite+Registration+Quick+Start
+Guide#LiteRegistrationQuickStartGuide-QuickStartAPIBasedLiteRegistration

Lesson: Understanding Registration as a Service
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Figure 58: Email Account

Figure 59: Lite Registration

Figure 60: Query Lite and Subscription Data

Watch this video for more details:

https://enable.cx.sap.com/media/1_na0bgda5

You can only use  Identity Query Tool or accounts.search to retrieve lite and subscription 
data. Note that subscription data is available from 'accounts' as well as from 'emailAccounts'.

Query examples:

Unit 4: Customer Identity
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Retrieve all email accounts: 

SELECT * FROM emailAccounts

Retrieve all subscribers to a specific newsletter, from email accounts: 

SELECT * FROM emailAccounts WHERE subscriptions.<NEWSLETTER-
NAME>.email.isSubscribed=true

Retrieve all subscribers to a specific newsletter, from fully registered accounts: 

SELECT * FROM emailAccounts WHERE subscriptions.<NEWSLETTER-
NAME>.email.isSubscribed=true AND subscriptions.<NEWSLETTER-
NAME>.email.hasFullAccount=true

Retrieve all subscriptions for an email address: 

SELECT * FROM emailAccounts WHERE profile.email="<EMAIL-ADDRESS>"

Retrieve all users who were created with Lite Registration and are not yet full users: 

SELECT * FROM emailAccounts WHERE hasLiteAccount=true AND hasFullAccount=false

Retrieve from accounts all users who are older than 25

SELECT * FROM accounts WHERE profile.gender="m" AND profile.age > 25

Retrieve all subscribers to a specific newsletter, from email accounts: 

SELECT * FROM accounts WHERE subscriptions.<NEWSLETTER-
NAME>.email.isSubscribed=true

Figure 61: Identity Access with Email Accounts

Lesson: Understanding Registration as a Service

© Copyright. All rights reserved. 41



Figure 62: Lite Account Progression

Note: Because full registration is a multi-step process, there is some latency between full 
registration and the data merge.

Figure 63: Exercise 3

 

Unit 4: Customer Identity
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Full Registration

Figure 64: Full Registration

Figure 65: Create a Full Account via the API Calls

You cannot use accounts.getAccountInfo to query lite accounts.

Figure 66: Progressive Profiling

Lesson: Understanding Registration as a Service
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Figure 67: Implementation Approaches

Figure 68: Implement All User's Flows Using the UI Builder

Figure 69: Exercise 4

Unit 4: Customer Identity
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UI Builder

Figure 70: UI Builder

Figure 71: Screen-Sets

Update Profile flow is another important Screen-Set

Figure 72: Update Profile Flow

Lesson: Understanding Registration as a Service
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● Initiated by users who wish to display and edit their profile info. Can be called if certain 
conditions are met, such as in a progressive profiling scenario

● Sub-set of the Update Profile flow screen are the Privacy and Communication screens

● Users are able to change password and, if their site has TFA (two factor 
authentication) enabled, edit the phone number to which verification codes are sent

Figure 73: Advanced Screen Flows

The registration completion screen is triggered if the user registered with a social network 
that is missing fields which Customer Data Cloud requires. For example, email is a required 
CDC field, but is not part of the user profile in Twitter, so a prompt asks the user for the 
minimal required data without impinging the ease of registering with a social network. The 
user does not yet have a valid session when the screen appears as part of the registration 
flow. 

If your sites includes Customer Consent, the screen will appear if the user is missing a valid 
consent for a required consent statement. If the user has an active session when this screen 
appears, the session is terminated. If the user closes the screen without agreeing to the 
mandatory consent statements (clicks the "X"), the user is logged out 
(accounts.logout and socialize.logout are fired). 

Account Linking: CDC recognizes when the user is attempting a first-time registration with a 
social network or by creating a new site account but an account already exists for that user 
which they created with a different login method (e.g., the user is trying to create a new site 
account but that email is associated with an existing user account created by registering with 
a social network).

Unit 4: Customer Identity
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Figure 74: UI Builder

● Easy to use drag-and-drop interface

● Optimized screens for mobile environments

● The UI Builder includes:

● Drag-and-drop visual editing

● Preview on multiple devices

● Localization canvas for handling language translations

● Field mapping that supports a dynamic schema

● CSS and HTML editor for custom designs

● JavaScript editor for handling events related to the screen-set

Figure 75: Standard Controls and Widgets

https://developers.gigya.com/display/GD/UI+Builder#UIBuilder-Controls

Lesson: Understanding Registration as a Service
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Figure 76: Screen-Set Version Control

Overview:

● Manage screen-set versions. View user and timestamp for each change.

● Provide the option to rollback changes by reverting to older versions and/or opening them 
for editing.

● Allow clients to audit changes in their registration flow or design.

● Multiple versions can be stored per site.

● Best practice - edit screen-sets on staging site only.

Benefits:

● Update existing screen-sets without having to create new ones.

● Mitigates risk of permanent errors with the ability to undo changes.

● Seasonal or promotional screen-sets can be initiated faster, reverted back to original after 
expiration, or re-used in the future.

● Version control puts clients at ease - nothing is ever lost.

Figure 77: Conditional Workflows
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Figure 78: UI Builder Localization

Policies

Figure 79: Policies

Figure 80: Authentication Policies
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Figure 81: Policies - Link Account Support

Figure 82: Policies - Email Verification

Error code, 206005, has the message, "Pending Autologin Finalization". This means that 
when auto-login from the email verification link policy is activated, this response code is 
passed as the user is redirected to the nextURL specified in the policy. It is not indicative of an 
error."

Figure 83: Policies - Password
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Figure 84: Email Templates

Web SDK

Figure 85: Web SDK

Figure 86: The Web SDK

Where <DC> is one of:

● us1.gigya.com - For the US data center.

● eu1.gigya.com - For the European data center.
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● au1.gigya.com - For the Australian data center.

● ru1.gigya.com - For the Russian data center.

● cn1.gigya-api.cn - For the Chinese data center.

By including gigya.js in your code, your javascript code gets access to the gigya.* javascript 
API namespace.

Figure 87: Web SDK Core Methods

Figure 88: Web SDK Basics
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Figure 89: Web SDK Events

https://developers.gigya.com/display/GD/Events#Events-GlobalApplicationevents

https://developers.gigya.com/display/GD/Events#Events-TheonLinkbackEvent

Figure 90: Adding an event handler function

https://developers.gigya.com/display/GD/Events

Figure 91: Debug with the Web SDK
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During development, you may want to know what calls and what responses are taking place in 
the background.

Also, you may encounter an error during the registration process and want to know if 
Customer Data Cloud provided an error code or a more technical message.

To view this within the browser, Customer Data Cloud has a widget available within the Web 
SDK:

gigya.showDebugUI();

To use this:

1. Go to your browser's console (on a RaaS-ready page)

● Chrome: Ctrl + Shift + J (Windows), Cmd + Option + J (Mac)

● Firefox: Ctrl + Shift + K (Windows), Cmd + Option + K (Mac)

2. Execute the method

3. You will see a widget at the top of the page which will log all calls made to Customer Data 
Cloud along with the responses

Figure 92: Alternative Debugging Tools

Charles: https:// developers.gigya.com/display/GD/Configuring+Charles+Web+Debugger

Fiddler: https://developers.gigya.com/display/GD/Configuring+Fiddler+HTTP+Analyzer

Figure 93: Web SDK Configuration

Use Cases:
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● A standard event map exists by default and is used by gigya.js. It is possible to override it 
by defining the following method: customEventMap

● Let's define whether to enable or disable the accepted social providers: enabledProviders: 
'*' where the * means all social providers Example for just Facebook: { enabledProviders: 
['facebook'] }

● Force the screen sets to be displayed in a specific language despite a different website 
default language. An example to force the language of the screen sets in French for France: 
{ lang: "fr-fr" }

● Control the user session expiration. Example { sessionExpiration: -2} (never expires)

● The autoLogin parameter determines if after a user logs in once to the site and visits the 
same site again, the user is automatically logged in or if the user is logged into Facebook or 
Google+ at that time

● Create custom buttons for SAML providers

● The user is forced to provide social network credentials during login 
when forceAuthentication is set to True

Sample code

customEventMap: {

eventMap: [{

events: '*', // Allow all events to be called

args: [function(e) {

                // Do whatever you need to do here

                  return e;

              }],

SessionExpiration values can be:

  0: expire when browser closes

-1: Expires after 60 seconds

-2: never expires.

AutoLogin by default is False. It needs to be set on True to enable this feature.

List of all possible attributes: https://developers.gigya.com/display/GD/WebSDK
+Configuration
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Figure 94: Web SDK Configuration Tips

Figure 95: Progressive Profiling

Web SDK Configuration Example

● Create a global variable in WebSDK Configuration - e.g. loginCount

● Use the custom event map to add a function in the onLogin global event, to increment the 
count

● Map the loginCount to a data field - using the metadata property on the screen-sets

● In UI builder, use the visible when property to show the relevant fields after the 2nd login or 
when loginCount == 2

LESSON SUMMARY
You should now be able to:

● Describe the SAP Customer Identity

● Understand Lite Registration and Full Registration
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UNIT 5 REST API

Lesson 1

Understanding the REST API 59

UNIT OBJECTIVES

● Use the REST API
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Unit 5
Lesson 1

Understanding the REST API

LESSON OBJECTIVES
After completing this lesson, you will be able to:

● Use the REST API

REST API

Figure 96: REST API

Figure 97: REST API

https://developers.gigya.com/display/GD/REST+API
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Figure 98: How to Make API Calls

Regarding authentication ways, the above list is ordered accordingly with best practices, with 
item 1 being the best way and 4 the worse (in fact you must avoid it).

Check this link for more details

https://developers.gigya.com/display/GD/REST+APIs+with+the+Gigya+Authorization
+Method

Figure 99: API Key, App/User Key, App/User Secret Key

You can create as many User Keys as needed by inviting users or by creating App Keys (the 
better way) on the Admin section.

App Key or User Keys have higher API rate limits and given enough notice, can be set to even 
higher limits if traffic spike are expected.
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Figure 100: Bearer HTTP token

From https://developers.gigya.com/display/GD/Signing+Requests+to+SAP+Customer
+Data+Cloud#SigningRequeststoSAPCustomerDataCloud-AsymmetricKeys

"When creating a new application in the Console, an asymmetric RSA key-pair is assigned to 
the application. Copy the private key and store it securely."

You can sign an API request to SAP Customer Data Cloud using an HTTP bearer token. This 
replaces the application/user key and secret signature method. To do so, you should create a 
JWT, then hash the JWT using the RSA key to create a bearer token and sign the API request 
using that token.

e.g. Authorization: Bearer 
eyJhbGciOiJSUzI1NiIsInR5cCI6IkpXVCIsImtpZCI6Ilt1c2Vya2V5XSJ9.eyJpYXQiOjE1NDgxOsd
kj(the token above is the JWT token itself)

The link on the top contains instructions on how to use the RSA private key to generate the 
bearer token.

Figure 101: API TOOL

https://tools.gigya-cs.com/api/
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Figure 102: Setting and Getting Account Data

Figure 103: Core API Flows - Site Registration

Figure 104: Reading and Changing Schema for Account Store
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Figure 105: Reading and Changing Schema for (Object) Data Store

Figure 106: Setting and Getting Object Data

Figure 107: Exercise 5
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LESSON SUMMARY
You should now be able to:

● Use the REST API
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UNIT 6 Authentication Methods

Lesson 1

Understanding Authentication Methods 67

UNIT OBJECTIVES

● Explain the various authentication methods available for the SAP Customer Data Cloud 
developer
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Unit 6
Lesson 1

Understanding Authentication Methods

LESSON OBJECTIVES
After completing this lesson, you will be able to:

● Explain the various authentication methods available for the SAP Customer Data Cloud 
developer

Social Login

Figure 108: Social Login

Figure 109: Social Login
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Figure 110: Social Login Example

Figure 111: Social Users

https://developers.gigya.com/display/GD/Socialize+JS

Figure 112: Permissions

● Facebook, Instagram, and LinkedIn require approval for extended data permissions

● To be approved to retrieve user data of extended permissions, you will need to go through 
a submission process with each of these social providers
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● Social providers will require you to prove a use case for your website or application for 
each extended permission requested and for you to show how it benefits the end user's 
experience on your site or application

https://developers.facebook.com/docs/facebook-login/permissions#reference-default

Figure 113: Basic Data Permissions

https://developers.facebook.com/docs/facebook-login/permissions#reference-default

Figure 114: Extended Data Permissions
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CNAME

Figure 115: CNAME

Figure 116: CNAME

A Canonical Name or CNAME record is a type of DNS record that maps an alias name to a 
true or canonical domain name. CNAME records are typically used to map a subdomain such 
as www or mail to the domain hosting that subdomain's content. For example, a CNAME 
record can map the web address www.example.com to the actual web site for the 
domain example.com.

Figure 117: CNAME in Console
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Figure 118: Configuring SSL Certificates - Existing CIAM Markets CN, RU

CIAM - Customer Identity and Access Management

In order to use a custom CNAME and avoid browser warnings related to 3rd party cookies, 
Customer Data Cloud can act as a client proxy for your site, thus eliminating browser security 
warnings. In order to do so, Customer Data Cloud uses an SSL certificate issued to your 
subdomain to encrypt your user's information transmitted during social login.  

Note that this process is relevant to sites in the CN and RU data centers; The US, EU and AU 
data centers support an automated process for issuing an SSL certificate. 

Why use an SSL Certificate?

There are a number of reasons:

● Using a CNAME (and certificate) instead of socialize.gigya.com allows you to preserve the 
site branding and user experience that you've invested so much time and effort in.

● Because without one, every time your user is redirected from login.yoursite.com to 
Customer Data Cloud's servers, their browser will warn them with a security message. 
Using an SSL certificate verifies that the redirect to Customer Data Cloud's servers is a 
trusted process, thus eliminating this security popup for your site visitor's experience.

● Using an SSL certificate also ensures that data transmitted to and from the browser is 
encrypted, reinforcing trust between you and your visitors and helping to prevent middle-
man attacks. 

More info on setting up SSL for your site:

https://developers.gigya.com/display/GD/Site+Setup#SiteSetup-
BeforeYouSetUpYourCertificate

https://developers.gigya.com/display/GD/Site+Setup#SiteSetup-
ObtainingandInstallingtheCertificate
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Figure 119: Social App Config

Some social networks require that callbacks go to a subdomain of your site and not directly to 
CDC . We highly recommend specifying a subdomain in your site and defining a CNAME entry 
in your DNS server that maps that subdomain to an alias you can receive from CDC support. 
CNAMEs provide the following benefits:

● Featuring your site in the OpenID authentication flow. Users will be prompted to allow your 
site (instead of allowing socialize.us1.gigya.com) to access the user's OpenID data.

● A better user experience on platforms such as iPhone, Android and Windows Mobile.

In the Admin console>> Site Settings >> Providers Configurations, you can configure 
different social network providers .

You can enable the CNAME but you need to first configure it.

Best practice is to mark "Secure redirects only" for all your applications. Soon CDC will only 
enable social network redirects through https protocol.

Certificate Provisioning

Figure 120: Certificate Provisioning

Unit 6: Authentication Methods

72 © Copyright. All rights reserved.



Figure 121: Certificate Provisioning

SSL certificate provisioning is only available for the US, EU, and AU data centers.

Figure 122: Generating a new Certificate

Figure 123: Verifying your domains
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Figure 124: Finalizing the Certificate

Phone Number Login

Figure 125: Phone Number Login

Figure 126: Phone ID Authentication - Business View and Benefits

Unit 6: Authentication Methods

74 © Copyright. All rights reserved.



Figure 127: Phone ID Authentication - Key Capabilities

Figure 128: Phone ID Authentication - ScreenSets

Only the Mobile Login screens should be used for phone number login. No other screens will 
fully support this functionality.

1. Open the CDC console and go to the Screen-Sets page. 

2. The mobile login screens are included in the RegistrationLogin screen-set. Open that 
screen-set to edit them. 

3. Select the Mobile Login or the Mobile Login Verification screens on the left hand menu, 
under Screens.  

4. You may change colors, assign CSS, and change the look and feel of the screen, but do not 
add any input fields. For more information on editing screens, check the UI Builder option. 

5. Save your changes. 

To gather consent from a user that is registering with phone number login (assuming you are 
using Enterprise Preference Management), all necessary consent statements must be on the 
Registration Completion screen.

If your site policy includes COPPA compliance, make sure to include the birth date fields in the 
Registration Completion screen. 
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Figure 129: Phone ID Authentication - REST API

Either accounts.otp.login or accounts.otp.update require the OTP returned from 
accounts.otp.sendCode

More on these calls:

https://developers.gigya.com/display/GD/accounts.otp.sendCode+REST

https://developers.gigya.com/display/GD/accounts.otp.login+REST

https://developers.gigya.com/display/GD/accounts.otp.update+REST

Figure 130: Phone ID Authentication - Identity Access

You may search for accounts that have a value in the phoneNumber field, by 
calling accounts.search. For example: select * from accounts WHERE phoneNumber !=null

The audit log includes calls for accounts.otp.login and accounts.otp.sendCode
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Figure 131: Phone ID Authentication - SMS Providers

SAP Customer Data Cloud needs an external SMS provider service in order to sent SMS texts.

Push Authentication

Figure 132: Push Authentication

Figure 133: Overview

The Push Authentication flow is as follows: 
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1. Customer registers to your website with email or username, creates a password (standard 
registration, not shown on graph above). 

2. Customer logs into your app on their mobile phone, with the same identifier (email or 
username),

3. Customer opts for push notifications from inside the mobile app

4. The next time the customer logs in to your website, they can choose whether to 
authenticate with a password or a push notification. 

5. If the customer chooses push notification, a notification is sent to their mobile phone. 

6. After confirming the notification, the user is authenticated on your website. 

For more please check https://developers.gigya.com/display/GD/Push+Authentication

Figure 134: Implementation

App configuration is the most extensive step here, please follow instructions available at 
https://developers.gigya.com/display/GD/Push+Authentication#PushAuthentication-
Implementation

The following relevant APIs are provided for Push Authentication functionality:

accounts.auth.getMethods

accounts.auth.push.sendVerification

accounts.auth.push.verify

accounts.auth.push.isVerified

accounts.auth.login

accounts.devices.register

accounts.devices.unregister

accounts.devices.update
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Site Groups & Single Sign-On

Figure 135: Site Groups & Single Sign-On

Figure 136: Key Terms

Parent sites and data centers cannot be changed at a later date.

Figure 137: Without Site Groups

This is what we saw so far in previous chapters. Different single sites.
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Figure 138: Site Groups (SSO Off)

Site Groups unify configurations and accounts of many children sites in a single parent site.

Figure 139: Site Groups (SSO On)

Figure 140: SSO Segments (Best of Both Worlds)

Brand A Site and Brand B Site are part of same SSO Segment.

SSO Segments - What are they?
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● Within a site group, you can define a sub-group of sites, known as SSO Segments, which 
share an SSO experience

● SSO manages a single session for a user for all the sites in the segment, so that when a 
user is logged in to one site, and they visit another site in the group, they are logged in and 
gain immediate access to all other sites in that segment, saving them the trouble of 
authenticating separately to each site in the segment

● Any site can belong to only a single segment

Figure 141: Customer Identity - Simple, Segmented Single Sign On (SSO)

Identity store = database

Scenario 1: one database common for all sites

Scenario 2: one database per site

1. By default, each API key (i.e. each site or app) has its own DB, siloed from other API keys

2. But API keys can be grouped under a master site, resulting in several API keys sharing 
user storage and settings

3. For example, once grouped, if I register on site 1, I can use the same credentials (and 
therefore login with the same account) on site 5

4. If the auto-login feature is activated on a site group, the session is maintained and shared 
between sites (if the sites are within same segment )
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Figure 142: Sample Use Case: Single Sign-On Across Web Properties

SSO Important facts:

● You must use the same Data Center for each API key!

● If the client is unsure that they will use SSO, it is better to create an SSO group with their 
API keys because it is easier to disable them than to enable them once they have data on 
them. This would require an export followed by an import, which will waste project hours!

Figure 143: Browser Track Prevention

SSO with Browser Tracking Prevention

https://developers.gigya.com/display/GD/Site+Groups+and+Single+Sign-
On#SiteGroupsandSingleSign-On-SSOwithBrowserTrackingPrevention

Safari & Firefox have decided to completely block 3rd party cookies.

Incognito/private browsing mode has no effect on this behavior.

By default, when the Gigya Web SDK is loaded in a webpage, if it sees the user is using a 
browser that blocks third-party cookies by default (e.g., Safari), it will attempt to set the 
required data in Local Storage to solve the problem. 

https://developers.gigya.com/display/GD/Blocked+Third-Party+Cookies

https://developers.gigya.com/display/GD/SSO+with+Safari
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Figure 144: Centralized Site Login Domain

Browser Track Prevention:

● Some browsers (like Safari, Firefox, and soon to be available on Chrome as well) 
implement what is called Enhanced Tracking Prevention / Protection

● This feature prevents cross-domain tracking technologies used for tracking user behavior 
across sites

● One side effect of such technology is halting SSO from working without additional 
configuration

● A site login domain needs to be implemented in order to restore SSO functionality

Please see https://developers.gigya.com/display/GD/Site+Groups+and+Single+Sign-
On#SiteGroupsandSingleSign-On-SSOwithBrowserTrackingPrevention

and https://developers.gigya.com/display/GD/Certificate+Provisioning

Figure 145: Best Practice of Central Login Page
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Parent and Child Scopes

Figure 146: Parent and Child Scopes

Figure 147: Parent and Child Scopes

https://developers.gigya.com/display/GD/Site+Groups+and+Single+Sign-On

https://developers.gigya.com/display/GD/accounts.setPolicies
+REST#accounts.setPoliciesREST-OverridingMasterConfigurations

Figure 148: Data Schemas
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Figure 149: Consent

This method is used to reset the preferences (consent statement status) of a registered site 
user, on a child site in a site group, for all the consent statements including any mandatory 
consent statements to which they have agreed.

https://developers.gigya.com/display/GD/accounts.resetSitePreferences+REST

Figure 150: Site Policies

.

Figure 151: Permissions
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Figure 152: Screen-Sets

Figure 153: Email Templates

Figure 154: WebSDK Configuration in Site Group Scenarios
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Global Access

Figure 155: Global Access

Figure 156: Key Features

Refer to this link for more details:

https://developers.gigya.com/display/GD/Global+Access

Figure 157: Global Site Accounts and Configurations Data Residency

Global API keys are relatively short and start with 4_
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Figure 158: Account Data Residency

With the API method  accounts.global.changeAccountResidency you can now change the 
resident data center of a user.

https://developers.gigya.com/display/GD/accounts.global.changeAccountResidency+REST

Figure 159: Create a Global Site

Figure 160: Making API Calls

Validate A JWT from SAP Customer Data Cloud:

https://developers.gigya.com/display/GD/Validate+A+JWT+from+SAP+Customer+Data
+Cloud

Signing Requests to SAP Customer Data Cloud:

Unit 6: Authentication Methods

88 © Copyright. All rights reserved.



https://developers.gigya.com/display/GD/Signing+Requests+to+SAP+Customer+Data
+Cloud

Figure 161: Global Registration Flow

gigya.setAccountResidency(params)

us1

eu1

au1

ru1

cn1

https://developers.gigya.com/display/GD/setAccountResidency+JS

API Registration:

accounts.initRegistration

socialize.login

Figure 162: Global Site Group

Unsupported Features (as of July 2020):

● Link accounts flow

● Phone Number Login

● Lite Accounts
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● Federation (SAML, OIDC)

● Limited social provider support: Apple, Facebook, Google, Twitter and 
WeChat are supported.

● CIAM for B2B

● Client-side calls of accounts.search

Please check https://developers.gigya.com/display/GD/Global+Access#GlobalAccess-
UnsupportedFeatures for an updated list

Risk-Based Authentication

Figure 163: Risk-Based Authentication

Figure 164: Key Features

Refer to this video for more details:

https://enable.cx.sap.com/media/1_2r1zmjn3
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Figure 165: What is Risk-Based Authentication

If a user comes in from a different location or device, we can deem that as risky behavior, and 
require them to perform additional authentication. This is something we could always do 
programmatically, but now organizations are able to set this up using the UI within the 
product. Through the console UI (as opposed to the REST API), they can define what the risky 
behavior is, what type of authentication will be required and to which users this should apply.

● We can evaluate a user's device and location every time the user accesses the customer's 
digital property.

● If the user does not exhibit any risky behavior, there is NO CHANGE in the experience for 
that user.

● If the user does exhibit risky behavior (which can be configured by an organization), an 
extra authentication step (step-up authentication) can be added, such as phone or email 
verification.

● Organizations can reject login attempts from countries that they deem to be of concern.

● This can now all be configured through an easy-to-use user interface in the Customer Data 
Cloud Admin console.

We added Risk-Based Authentication late in 2016. However, there was no UI associated with 
it, so it could only be used by organizations who were using our Global Services team to 
implement the solution. With this release, we provided a UI capability to allow any 
organization to implement RBA
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Figure 166: RBA Security Options

Figure 167: RBA UI - Risk Factors > Security Methods > Selection Rules

When looking at risky behavior, we refer to that as risk factors in the RBA UI enhancement. 
Organizations can set up factors to look for in their community. These risk factors can be 
based on logons from a different country, so if a user logs in from the US today and UK 
tomorrow, we can dictate that as risky. Risk factors can also be based on a new device: if they 
login via Android one day and iPhone the next, that could be suspicious. Lastly, repeated 
unsuccessful login attempts to the same account or to different accounts from the same IP 
address should raise a red flag. You can choose all of these items, or a subset of them.

If the system experiences one or more of these risky behaviours, what can we do?
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Figure 168: RBA UI : Editor and Templates to make it easy to configure

Figure 169: Rules

Global rules are applied to all logins. You can find them under Admin Console >> Registration-
as-a-Service >> RBA.

In this example, we are looking at a rule to apply two-factor authentication. You can base the 
new rule on the existing templates, or create a custom rule. A template-based rule can be 
edited in the next step. 

For editing rules, visit https://developers.gigya.com/display/GD/Accounts+RBA+Policy
+Object to comply with defined standards.

In the root factor, we are setting an expiration period for an authenticated user:

Auth level 10: email

Auth level 20: mobile

Action: If the root factor is true then an action takes place, which means the user is asked for 
2-factor authentication

Setting up global rules:

● the risk factor is defined under Root Factor,

● the action taken if that factor is triggered, is defined under Action. 
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You can edit the following: 

Description

Status: can be switched on or off (this can be done from the RBA dashboard as well)

Root Factor: you can change the type, scope, threshold, reset Interval, and any other 
parameters that appear.

Action: you can change the type, scope,duration, and authLevel (as relevant to the chosen 
root factor). You can base the new rule on the existing templates or create a custom rule. A 
template-based rule can be edited in the next step. 

Account Rules

In the Add Rule-Set window, you can edit the following: the unique ID of this rule.

The ID must be unique and not start with an underscore _ . 

Status: can be switched on or off (this can be done from the RBA dashboard as well)

Rules: edit the JSON object according to: https://developers.gigya.com/display/GD/
Accounts+RBA+Policy+Object

Here you can find some extra policy examples: https://developers.gigya.com/display/GD/
Accounts+RBA+Policy+Object#AccountsRBAPolicyObject-PolicyExamples

Figure 170: RootFactor Types

Figure 171: Action Types
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Figure 172: Customize Screen-Set to display Captcha and TFA

Figure 173: Push Two-Factor Authentication Flow Overview

● Log in on web with 2nd factor on device

● Stronger security than other current TFA methods (email, SMS, TOTP) since push TFA is 
paired to a specific physical device and doesn't rely on compromised protocols (SS7) for 
token delivery

● Gain the added protection of having to authenticate first to the device - guarantees device 
ownership and proximity

● An experience that end users recognize and are comfortable with

● Push notifications are sent via Google's Firebase Cloud Messaging (FCM) platform, 
delivering a true cross-platform experience

● Available on the new Mobile SDK
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Figure 174: Push Two-Factor Authentication User Experience

Enabling push notifications requires setting up your app, and configuring the RBA settings in 
the SAP Customer Data Cloud Console. Push notifications require users to have an active 
session in your application. A push notification flow can be outlined as follows: 

1. A user registers to your site or app and completes their registration as usual (this could 
require a TFA verification, up to level 20, but doesn't have to). 

2. At some point, based on your business logic (e.g. after a user downloads your app and has 
an active session there, or after a specific app interaction), the user is asked to opt-in to push 
notifications. This sends a push notification to the mobile application, that the user then 
needs to approve. 

3. After a user opts-in, when later the user tries to login from another device (e.g. desktop), 
the user receives a push notification to their mobile phone, and can complete login only after 
approving the notification.

4. Following the push notification opt-in, the regular logic of RBA applies to the user login 
flows, with push notification used as a second-factor for authentication. 

Technical information and configuration: https://developers.gigya.com/display/GD/Risk
+Based+Authentication#RiskBasedAuthentication-PushNotification

https://developers.gigya.com/display/GD/Swift+v1.x+TFA+Library#Swiftv1.xTFALibrary-
PushTFA

Figure 175: Server-Side Implementations
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Figure 176: Exercise 6

 

LESSON SUMMARY
You should now be able to:

● Explain the various authentication methods available for the SAP Customer Data Cloud 
developer
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UNIT 7 Customer Consent

Lesson 1

Understanding Customer Consent 101

UNIT OBJECTIVES

● Manage customer consent

© Copyright. All rights reserved. 99



Unit 7: Customer Consent

100 © Copyright. All rights reserved.



Unit 7
Lesson 1

Understanding Customer Consent

LESSON OBJECTIVES
After completing this lesson, you will be able to:

● Manage customer consent

Regulations

Figure 177: Regulations

Figure 178: Customer Consent

The quoted parts of the definition of consent come from Article 4 of the GDPR. The full text of 
this definition is:'consent' of the data subject means any freely given, specific, informed and 
unambiguous indication of the data subject's wishes by which he or she, by a statement or by 
a clear affirmative action, signifies agreement to the processing of personal data relating to 
him or her;
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Figure 179: GDPR Principles

Figure 180: GDPR is about putting the customer in control of their data

Figure 181: Consent - Recap
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Figure 182: SAP Customer Consent and Profile Platform

https://cx.sap.com/en/products/customer-data-cloud/consent

SAP Customer Consent

Figure 183: SAP Customer Consent

Figure 184: SAP Customer Consent Overview

Benefits:
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● Supports compliance with data privacy laws: require consent to terms of service and 
privacy policies as a prerequisite for using some of your site services

● Additional optional consent statements allow flexibility in your relationship with the 
customer

● Communication preferences allow users to subscribe to various communication channels 
with the option of requiring double opt-in as proof of the user's intention to subscribe

● Displays clearly to users which data was saved to their account and provides the option to 
withdraw consent and manage communication preferences

● Consent Vault contains an audit of the customer's agreement to site policies and the 
version to which they consented

● Unified user database enables presenting a holistic view of the customer, including data 
gathered from various platforms

● Synchronize consent-based user data to 3rd-party platforms 
using IdentitySync or GConnectors

Consent Management

Figure 185: Consent Management

Figure 186: Consent Statements
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Figure 187: Creating a new consent statement

Registration as a Service -> Consent -> Add

1. Select Type of the consent (Terms of Service, Privacy Policy, or Others)

2. In the ID field, enter a unique identifier for the term

3. If you create a new term, the new term will reflect in Preferences Object Schema under 
terms, as shown in the screenshot above

4. If you create a new privacy policy, it will be under privacy.

Note: after adding a consent statement it cannot be removed. It can only be deactivated.

Figure 188: Creating a Consent Statement - Localized Templates

You can add a localized template that includes a locale, the purpose of this statement, and a 
link to the document to which the user is agreeing.

Any document URLs provided must be persistent and the document must be available on the 
defined URI for as long as required by the country of residence of the end-user. It is the 
client's responsibility to maintain accurate records of any consent templates that were agreed 
to by the end-user. The document must be a PDF file.

The legal statement and purpose will be displayed for the relevant end-user in the Consent 
History tab of Identity Access and in the Consent Vault, but will not be visible on the user 
account via accounts.getAccountInfo.
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Figure 189: Creating a Consent Statement - Custom Data

The custom data will be available on the account (when 
calling accounts.search or accounts.getAccountInfo) and will be audited in the consent vault. 
These pairs will be saved to the Preferences Schema Object.

The maximum number of characters for the key is 20 and 256 for the value. The maximum 
number of custom key-value pairs per consent statement is 50.

Figure 190: Add the Statement to a Screen

Note that any consent statement that is set to "active" for your site, including a non-
mandatory consent statement, has to be included in your registration and registration 
completion screens. Otherwise, users will not be able to complete their registration.
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Figure 191: Update the consent document link on the registration form

When a user clicks on the Terms of Use link, the consent document linked to the consent 
statement should open.

Figure 192: Add Dynamic Data to the Consent Record in the Consent Vault

If you want to set additional dynamic data against consent records in the consent vault, you 
can do so by using the 'tags' property.

Tags can be mapped to a metadata component and can support multiple data values using an 
array structure.

Tag values are only visible in the consent vault and not against the user account.

One example use case of tags is that with tags we can define different values for different 
screen sets. This way, once a user updates consent data, we know which exact screen exactly 
this consent was initiated from and can capture this info in the consent record.
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Figure 193: Activating a Consent Statement

Activate the consent statement and make the field required in the UI Builder

Figure 194: Consent Schema overview

This is a extract from the accounts.getSchema() JSON response and the aim of the slide is to 
show the preferences schema.

In the response you will see if some consents are already defined for your consent application. 
The tags will also be shown on the agenda if you have defined them to be added on the 
consent records. See the previous slide as an example.

In this example, some fields, like terms.siteTerm, are marked as required and some are not. 
You can see each field has a type, format, required, and currentDocDate.

Figure 195: Preferences Object
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Version Control

Figure 196: Version Control

Figure 197: Creating a New Consent Statement - Versioning by

You can choose versioning by date or number.

Once you save the new statement, you cannot change this definition.

A re-consent cut-off should be added with any major consent change that requires existing 
users to re-consent

Validating the User's Consent Status

Consent management includes a built-in mechanism for ensuring that users who login to your 
site have a valid consent in place for the relevant mandatory statements:

● A new user registers to your site but does not agree to the terms of service. The user will 
not be able to submit the registration screen

● A user registered to your site before the consent module was implemented and has no 
valid consent statements associated with their account. The next time they log in, the 
"Registration Completion" screen will be displayed, requesting the relevant agreements.

● A user has agreed to your site consent statements and is still logged in, but the site admins 
have changed the version of one of the consent statements. During their logged-in session, 
the "Registration Completion" screen will be displayed, requesting their re-consent.
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To ensure these scenarios take place, you must make sure to include the relevant consent 
statements on all registration and registration completion screens and set a value to 
the verifyLoginInterval parameter in the WebSDK Configuration.

Figure 198: Major vs. Minor Changes

Figure 199: SAP Customer Consent - Version Control

The consent management tool gives you the option to update the version of the consent 
statement that is currently in effect, and the required date for consent renewal. 

For minor changes: simply, create a new version by updating the Effective as of field in the 
consent management dashboard

For a new version of consent: that require existing users to re-consent, update both 
the Effective as of field (the active version number or date), and the Re-consent cut-off field. 
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Consent Vault

Figure 200: Consent Vault

Figure 201: Consent Vault

When users re-consent, the action is captured and saved to the Consent Vault as a "Renewed" 
consent. 

New users consent to the active version, and that is saved to the Consent Vault as a "Granted" 
consent.

Figure 202: What is recorded against each consent record in the Consent Vault?
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Several options for flexibly customizing the consent record to your needs:

● Custom data: Added to the schema of the consent object. Allows you to add any additional 
information to the object, such as the legal entity that maintains it, the admin who created 
it, or for adding a common value to consent records

● Tags: Appended to a specific consent interaction. For example, if the same consent 
statement is added to two different screens (registration completion and profile update), 
the tags can indicate the screen on which the user granted their consent, i.e., to which 
interaction the consent corresponds 

● Entitlements: An addition or appendix to the consent interaction. An easy way to ask for 
additional input from a user (additional to consent they have already given), without having 
to trigger the re-consent process. Users can only grant entitlements if they have agreed to 
the original consent statement

https://developers.gigya.com/display/GD/Consent+Management#ConsentManagement-
CustomizingConsent-RelatedData

Figure 203: Consent Vault Filters

Figure 204: Querying the Consent Vault using the REST API

https://developers.gigya.com/display/GD/audit.search

Unit 7: Customer Consent

112 © Copyright. All rights reserved.



Figure 205: Querying the Auditlog using the REST API

https://developers.gigya.com/display/GD/audit.search

Self-Service Preference Center

Figure 206: Self-Service Preference Center

Figure 207: SAP Customer Consent - Self-Service Preference Center

The preference center is your main point of contact with your customer. 

Typical use cases :
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● Ensuring that new users are consenting to Terms of Service, Privacy Policy, marketing 
communications, and data processors when signing up for an account

● Ensuring that existing users can get all information stored about them in an easy manner. 
Ensuring that existing users can revoke consent or exercise their right to be forgotten

● Any changes in consent need to be carefully audited

● Storing the current document version and allowing users to see to which version they 
consented

● If we update any of our existing terms and policies, we would like end users to re-consent 
to the new versions upon next login

● Retrieving only consented users for marketing and profiling tasks

Figure 208: Preference Center Implementation

Figure 209: Exercise 7
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LESSON SUMMARY
You should now be able to:

● Manage customer consent
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Lesson 1

Understanding Extensibility 119

UNIT OBJECTIVES

● Use Webhooks, Extensions and JavaScript Parameters
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Unit 8
Lesson 1

Understanding Extensibility

LESSON OBJECTIVES
After completing this lesson, you will be able to:

● Use Webhooks, Extensions and JavaScript Parameters

Webhooks

Figure 210: Webhooks

Figure 211: Webhooks Overview
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Figure 212: How to configure a Webhook

Custom Headers

You can add custom HTTP headers, made of key-value pairs, to be sent together with the 
webhook notification. You can use these headers to add any additional details and context to 
the notification, e.g. an ID or flag that is consumed by a third-party system downstream.

Or, just like everything else, you can use the REST API:

Accounts.webhooks.set

● Used to create a new webhook or update an existing one

● To update an existing webhook, pass the name of the webhook to update along with any 
relevant parameters. (URL, Events, Name, and Active are required)

Accounts.webhooks.getStatus

● - Used to check the status of a defined webhook, the time the last bulk was sent from 
servers and the status received for them from the downstream system.

Common Pitfalls:

● Passing a new name with an existing URL will return an error. To rename a webhook, first 
delete it, then create a new one

● Make sure you're using the proper Customer Data Cloud data center associated with the 
API key! (us1, au1, eu1, ru1, etc.)

● Must be sent over HTTPS
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Figure 213: Supported events depending on the version and type of account

Current supported versions: 

1.0 - Webhooks will be sent out only for interactions performed by fully registered accounts. 

1.1 - Webhooks will be sent out also for lite account interactions, and will include a callId and 
version.

Account created: Note that when using version 1.1, if the account has progressed from lite to 
full, the account created event will not fire for a full registration, since the account has already 
been created

2.0 - Webhooks will be signed with a JWT and support Global Access. This version can be 
verified with the accounts.getJWTPublicKey endpoint without having to exchange secrets 
with the webhook recipient. It adds the API key of the site that initiated the notification to the 
webhook payload, supporting site group scenarios where an event should be triggered only 
when a webhook was initiated from a specific site

Figure 214: End-to-End WebHook: Sample Architecture

End-to-End WebHook: EndPoint Logic

Once a WebHook notifies the notification URL of an event, this endpoint needs to perform a 
few steps:
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1. Verify the X-Gigya-HMAC-SHA1 header to ensure the authenticity of the notification

To verify the hash:

1. Create an HMAC-SHA1 hash of the JSON payload using a user secret or partner secret as 
the key. For more information on signing notifications using a user secret. See https://
developers.gigya.com/display/GD/accounts.webhooks.set+REST

2. Compare your hash to the one received in the X-Gigya-HMAC-SHA1 header

3. Send a success response back to Customer Data Cloud

Customer Data Cloud considers notifications delivered if a 2xx Success HTTP status code is 
received (e.g., 200 OK, 201 Created, 202 Accepted). If we receive anything other than a 
Success response from your server, we will resend the

notification at increasing intervals up to one hour. If we receive no response at all, we assume 
that your callback endpoint is offline

1. Read the payload to retrieve the notification type and UID

2. Perform a REST call to accounts.getAccountInfo with the UID provided

3. Implement business logic

Figure 215: End-to-End WebHook: Notification URL

Extensions

Figure 216: Extensions
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Figure 217: Extensions Overview

https://developers.gigya.com/display/GD/Extensions#Extensions-
OnBeforeAccountsRegister

https://developers.gigya.com/display/GD/Extensions#Extensions-OnBeforeAccountsLogin

https://developers.gigya.com/display/GD/Extensions#Extensions-OnBeforeSocialLogin

https://developers.gigya.com/display/GD/Extensions#Extensions-
OnBeforeSetAccountInfo

Figure 218: How to configure a new Extension
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Figure 219: Extensions Features

Posting Requests and Receiving the Response

https://developers.gigya.com/display/GD/Extensions#Extensions-ExtensionCode

For more details, watch the following video: https://enable.cx.sap.com/media/1_ucyxrfoj

JavaScript Parameters

Figure 220: JavaScript Parameters

Figure 221: JavaScript Parameters Overview

https://developers.gigya.com/display/GD/JavaScript+Parameters
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Figure 222: How to use JavaScript Parameters

Figure 223: Example of coding JavaScript event handlers

Figure 224: Extensibility Techniques Comparison
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Figure 225: Exercise 8

 

LESSON SUMMARY
You should now be able to:

● Use Webhooks, Extensions and JavaScript Parameters
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Unit 9
Lesson 1

Understanding Identity Exchange

LESSON OBJECTIVES
After completing this lesson, you will be able to:

● Use SAP Customer Profile, GConnectors, and IdentitySync

SAP Customer Profile

Figure 226: SAP Customer Profile

Figure 227: SAP Customer Profile - Flexible Account Structure

The Customer Data Cloud database leverages Big Data technologies to store user data in a 
very flexible and efficient way
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Figure 228: Profile - Transform, Orchestrate, and Govern Identity & Profiles

https://developers.gigya.com/display/GD/Identity+Exchange+-+Partner+Integrations

Customer Data Cloud's technology is agile and flexible. Our products can be integrated with 
Marketing Cloud, analytics, CRM, ESP, CMS, and open platforms. We design products and 
APIs to leverage and enhance our customers' existing services.

GConnectors

Figure 229: GConnectors

Figure 230: GConnector for CMS / eCommerce
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Figure 231: GConnectors

Figure 232: Supported GConnectors

https://developers.gigya.com/display/GD/GConnector+-+CMS+and+E-Commerce
+Integrations#GConnector-CMSandE-CommerceIntegrations-GConnectors

Offline synchronization was added to Magento 2, Drupal 8, and WordPress, allowing better 
privacy compliance due to periodic user consent data replication between CDC and these 
platforms

Support for AEM Touch UI

New UI for WordPress GConnector

All Sitecore GConnectors prior to 9.0 have been deprecated and are no longer available
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Figure 233: GConnector for SAP Commerce Cloud

SAP Customer Data Cloud integration provides a set of extensions to enable registration-as-
a-service and to manage profile updates and user consent from SAP Commerce.

IdentitySync

Figure 234: IdentitySync

Figure 235: IdentitySync

https://developers.gigya.com/display/GD/IdentitySync#
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New parameters in datasource.read.gigya.audit allow using IdentitySync to export audit log 
items from a different SAP Customer Data Cloud site.

A new notifyLastRecord parameter was added to the record.evaluate script used for 
creating custom scripts. This is used to indicate that the last record in the batch has been 
handled.

Figure 236: IdentitySync

Figure 237: IdentitySync Dataflows

For detailed information, visit the Component Repository (https://developers.gigya.com/
display/GD/Component+Repository) and see sample dataflow templates (https://
developers.gigya.com/display/GD/Dataflow+Templates).

Figure 238: SAP Marketing Cloud Dataflow Example

Supported Use-Cases

● Campaign management

● Sync lite and full accounts (see Lite Registration section)

● Sync communication preferences data
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● Sync consent status

● Segment users in SAP Marketing Cloud based on 1st-party data from CDC

- Based on segmentation targeted ads

- Social network campaigns

- Personalization

- Content recommendation

- Look-alike audience

- DMP integration

Figure 239: Integrating three caces using a common UID for the end-user

In websites that use both Commerce and Marketing, information can be channeled between 
the platforms through CDC, based on the common CDC UID of the end-user.

Figure 240: IdentitySync
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Figure 241: Steps to Configure IdentitySync

For more details: https://developers.gigya.com/display/GD/IdentitySync

Figure 242: IdentitySync Components

Figure 243: Component Repository

https://developers.gigya.com/display/GD/Component+Repository
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Figure 244: Relevant components

Figure 245: Relevant components: gigya.generic

Figure 246: Creating a Schedule

1. Under Actions, click the three dots, then click Scheduler. 

2. Click Create Schedule. 
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3. Configure the schedule: 

4. Enter a schedule name

5. Change the start time as needed

6. Choose whether to run once or at scheduled intervals

7. "Pull all records" should usually be selected only in the first run, when migrating records 
from one database to the other, and in any case should be used with caution. If the 
checkbox is not selected, and this is the first time this dataflow is run, records will be 
pulled according to the following logic: 

a. If the dataflow is set to run once, all records from the last 24 hours will be pulled. 

b. If the dataflow is recurring, records will be pulled according to the defined frequency. 
For example, if the dataflow is set to run once a week, the first time it is run, it will pull 
all records from the previous week. 

8. (Optional) Enter the email adress(es) for success and failure of the dataflow run. 

9. (Optional) Limit the run to a specific number of records. This is usually used for test runs. 
When running a test from the dashboard, a one-time schedule is created which runs 
immediately for 10 records. 

10. Click Create and once you are back in the Schedule dashboard, click the Refresh button. 

11. The status of the scheduling is indicated in the Status column. 

12. You can stop a job mid-run by clicking the Stop icon under Actions.

Creating a Schedule through API

Scheduling Object

In the IDX API used by IdentitySync, a scheduling object defines the date, time,and frequency 
at which to run a given dataflow.

The idx.createScheduling REST method schedules a dataflow for execution.

Request URL

http[s]://idx.<Data_Center_ID>.gigya.com/idx.createScheduling.

Also, check the request payload here: https://developers.gigya.com/display/GD/Scheduling
+Object
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Figure 247: Handling Errors

Links for more details:

https://developers.gigya.com/display/GD/IdentitySync#IdentitySync-step2

https://developers.gigya.com/display/GD/IdentitySync

For details on editing a workflow: https://developers.gigya.com/display/GD/
IdentitySync#IdentitySync-step2

For a code sample of a flow that writes failed records to SFTP, see the Component Repository 
(https://developers.gigya.com/display/GD/Component+Repository
%20#ComponentRepository-Error_Handling_Code_Sample).

Figure 248: Shared Variables - Setup

Steps for setting up a Shared Variable:

1. Inside Dataflows, click on the tab Shared Variables

2. Name your variable

3. Set a value for your variable

4. Select Scope: This variable applies to all Sites inside a single Data Center, All Data Centers 
used by a Partner Account i.e. global variable, or only for this particular Site i.e. local 
variable.
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5. Hit the plus icon

6. Hit Save

https://developers.gigya.com/display/GD/IdentitySync#IdentitySync-SharedVariables

Figure 249: Shared Variables - Usage

In this case host value <$ftp_server$> will be replaced by ftp.myserver.com (from the 
previous slide).

https://en.wikipedia.org/wiki/String_interpolation

Downstreaming Consent Records

Figure 250: Downstreaming Consent Records
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Figure 251: Accurate and Enforced Records

In the screenshot, you can see the configuration of outbound data flow for the downstream 
application for when an account is removed or renamed

More info: https://developers.gigya.com/display/GD/Mailchimp+Dataflow+-+Outbound

The diagram shows the same cycle of synchronization of profile, consent, and preference 
data between CDC and the connected downstream applications like CRM and the Campaign 
Management tool to it.

1. "Enforce consent when syncing data outside of Customer Data Cloud"

2. Making sure only consented data exchanges happen to downstream applications: 
Marketing Cloud, CRM, DWH, etc.

3. Leverages Identity Sync filtering capabilities and data field level access control

Figure 252: Ensuring compliance using Identity Sync
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Figure 253: Sample: export to SFTP users with a valid consent status

Links for reference:

https://developers.gigya.com/display/GD/Export+from+Gigya+to+SFTP

https://developers.gigya.com/display/GD/Consent+Management

Figure 254: Exercise 9

 

LESSON SUMMARY
You should now be able to:

● Use SAP Customer Profile, GConnectors, and IdentitySync
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● Use SAML, OpenID Connect, and JSON web tokens
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Unit 10
Lesson 1

Understanding Federation

LESSON OBJECTIVES
After completing this lesson, you will be able to:

● Use SAML, OpenID Connect, and JSON web tokens

Federation

Figure 255: Federation

Figure 256: Federation

© Copyright. All rights reserved. 145



Figure 257: We're Talking Federation When...

Figure 258: Standards Support in Customer Data Cloud

SAML - Security Assertion Markup Language

Figure 259: Federating Your Customer Identities
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Figure 260: Authentication with External Identity Providers

Security Assertation Markup Language

Figure 261: Security Assertation Markup Language

Figure 262: Introduction to SAML

SAML Assertions and Flows

An assertion is a package of XML information that provides one or more statements made by 
a SAML authority. There are 3 types of assertions: 
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● Authentication assertions are used to make the users prove their identities

● Attribute assertions are used to supply user-specific information. i.e. phone number or 
email address

● Authorization decisions determine whether the specified subject has been granted or 
denied permission to access the specified resource

Users can try to access an application from one of the following Login flows:

1. IdP-initiated SSO 

2. SP-initiated SSO

Users can try to logout from an application using one of these Logout flows:

1. IdP-initiated SLO 

2. SP-initiated SLO

Watch these videos for more info regarding SAML flows (and debugging a SAML connection): 

https://enable.cx.sap.com/tag/tagid/saml

Figure 263: Example: SP Initiated SSO (SAP CDC acting as IDP)

For more diagrams on different flows https://developers.gigya.com/display/GD/Gigya+as
+SAML+IdP
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Figure 264: Setup Customer Data Cloud as IdP

Figure 265: Register a Service Provider (SP)

OpenID Connect

Figure 266: OpenID Connect
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Figure 267: OpenID Connect

CDC supports Auth Code, Implicit, and Hybrid flows using the supported response 
types: id_token, token, and code. For additional information on the differences in response 
types see the OpenID.net OIDC specification.

Differences Between OIDC and OAuth 2

● OIDC is an AUTHENTICATION framework; OAuth is AUTHORIZATION

● One of the core advantages of OIDC vs. OAuth 2 is the ID Token

● The ID_Token is a JWT and can be returned from our OIDC implementation

OpenID Connect Provider (OP): An identity provider that is capable of authenticating an end-
user and providing claims to a Relying Party. Activating your account as an OP will enable 3rd 
party sites (relying parties, or RPs) to authenticate their users against your existing user base. 
For information on setting up your OP configuration, see OpenID Provider Setup.

Relying Party (RP): An OAuth 2.0 client application requiring end user authentication and 
claiming from an OpenID Provider (OP). For information on setting up your RP configuration, 
see OpenID Connect RP Setup.

Flow: OpenID provides three separate flows for authenticating users: Authorization Code, 
Implicit, and Hybrid. For more information, find out more about OpenID Provider Setup and 
the OpenID specification.

Claim: Information asserted about a user, such as a first name or phone number.

Scope: The type of data to which RPs are granted access. For more information, see 
allowedScopes.

Tokens:

● Code: Used in the code flow to issue an access token.

● ID Token: A JSON Web Token (JWT) signed by the OP that contains identity information 
about the user being authenticated. It also contains information about the token itself, 
such as the time it was issued and its expiration time.

● Access Token: Used to grant or deny access to resources (authorization rather than 
authentication).

● Refresh Token: Used to generate a new access token
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Figure 268: OpenID Connect Benefits

Global Traveller Federated Login

Using Customer Data Cloud, you can act as an OpenID Connect Provider (OP), authenticating 
users using the OpenID Connect (OIDC) protocol, or as a relying party (RP) that requests user 
authorization from an OP.

Notes

● Equivalencies from SAML

- SP -> RP

- IDP -> OP

● 3 URL's

- Token

- Authorize

- Userinfo

Figure 269: OIDC Flavors for SAP CDC

Global Traveller Federated Login

Notes
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● We can use CDC in 3 different ways

- RP

■ i.e. CDC screensets and Facebook authentication

- OP

■ i.e. I'm Ticket Master and CDC identifies the users

- BOTH

■ i.e. Multiple datacenters…

Figure 270: Customer Data Cloud OIDC Endpoints

Authorization Endpoint: Performs authentication of the user using request parameters 
defined by OAuth 2.0 and additional parameters and parameter values defined by OpenID 
Connect. Returns an authorization code. This code should be sent to the token endpoint to 
receive an id_token and/or access_token.

Token Endpoint: Issues an access_token, id_token, and refresh_token to the RP. 

Introspection Endpoint: Used for determining the status of a current access_token (valid or 
invalid). If the token is valid, it also returns details about the token such as its type, the 
client_id of the entity that it was issued to, expiration, etc. If the token is invalid, it returns 
"false", and no additional information. 

Token Introspection

Used to determine the current status of a previously received access token. As an RP it may 
be necessary to check whether an access token you have is still valid.

Claims returned from the Introspect endpoint for a valid access_token are:

● active - boolean (if this is false, no other claims are returned)

● scope

● client_id

● token_type

● exp - expiration time

● iat - issued at

● sub - subject

● aud - audience
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● iss - issuer

You construct the request to the introspect endpoint just like you do for the  token endpoint, 
using a Basic Auth token.

Figure 271: Detailed Code Flow Diagram with Customer Data Cloud as OP

Detailed CDC flow 

This is the flow of the user authentication stage requiring login.

1.    The RP generates the request and sends it to the Authorization endpoint.

2.    The Authorize endpoint redirects to the OP's proxy page.

3.    The Proxy page checks if the user is logged-in.

4.    If not logged in, the user is prompted to login and then proceeds to the next step.

5.    If logged in, proceeds to next step.

6.    The proxy page redirects to the consentURL (Partner Endpoint).

7.    If consent is required, the user provides consent. The endpoint then validates the 
authorization.

8.    The consentURL (partner endpoint) redirects back to the proxy page with the requested 
information (token/code).

9.    The proxy page validates the token.

10.  The proxy page redirects to the Authorize endpoint.

11.  The Authorize endpoint redirects back to the RP.

Notes

● https://developers.gigya.com/display/GD/OpenID+Provider+Setup

● This is the same use case when we use Facebook consent to login….

● A proxy page pointing to 3 pages:

- Login page

- Consent page
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- Error page

- We need to host these pages outside CDC.

 

Figure 272: Setup Customer Data Cloud as OP - 1

To add additional custom scopes and/or claims, configure them for your OP here.

Before creating a custom scope, you must define the claims that will be returned within the 
scope. You can map a custom claim to any available account field from the Custom Claims 
section of the page.

Once you have defined your claims, you can now define any necessary custom scopes and 
map these scopes to the required custom claims.

Figure 273: Setup Customer Data Cloud as OP - 2
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Figure 274: Setup Customer Data Cloud as OP - 3

More info and code samples here:

https://developers.gigya.com/display/GD/OpenID+Provider+Setup#OpenIDProviderSetup-
ImplementLoginPage

https://developers.gigya.com/display/GD/OpenID+Provider+Setup#OpenIDProviderSetup-
ImplementConsentPage

https://developers.gigya.com/display/GD/OpenID+Provider+Setup#OpenIDProviderSetup-
ImplementErrorPage

Implement Consent:

1. How to implement Consent Endpoint: https://developers.gigya.com/display/GD/OpenID
+Provider+Setup#OpenIDProviderSetup-ConsentEndpoint

2. Consent is handled on your server.

3. Preferred language: PHP, ASP, Ruby, etc

4. Consent page is called from "Proxy Page", once login is successful.

5. Consent page validates the scopes requested by RP. If there is a scope match, Consent 
page approves the authentication. If there is no scope match, Consent page does not 
approve the authentication. Consent page may also prompt for the end-user to consent.

6. Consent page then sends the response to Proxy page.

7. The response contains end-user details and signs a consent token.

8. The response parameters, except the signature, must be passed as JSON.

9. The Signature hash is then constructed using that JSON and partner's secret, and the 
data is returned to the proxy URL page encoded

10. The link in point 1 provides a sample PHP code
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Figure 275: Customer Data Cloud as OIDC Relying Party (RP)

For more details visit: https://developers.gigya.com/display/GD/OpenID+Connect+RP
+Setup

Visit this page to understand the flow: https://developers.gigya.com/display/GD/OpenID
+Connect#OpenIDConnect-DetailedGigyaFlow

Provider Name - The name you will use to reference this OP (must be all alpha-numeric, 
lowercase characters, and not include any spaces). This value can not be changed once 
configured. If this provider is ever deleted from your configuration, all users associated with it 
will be lost.

Client ID - The client_id you received from the OP.

Client Secret - The client-secret you received from the OP.

Authorization Endpoint - The authorize endpoint for the OP.

Token Endpoint - The token endpoint for the OP.

UserInfo Endpoint - The userinfo endpoint for the OP.

Scopes - Additional standard scopes you are authorized to request from the OP.

Custom Scopes - Any optional custom scopes that you are authorized to request from the OP 
(a space delimited case-sensitive list of additional scopes that are preconfigured on the OP). 

Issuer - The value entered here must match the value returned in the iss claim of the response 
from the OP. If these values do not match, validation will fail, and users will not be able to 
login.

JSON Web Keys - The JSON Web Key object containing the keys for the OP. CDC only 
supports RSA/RS256 keys. If the response can not be validated using the supplied keys, login 
will fail. If the OP uses any algorithm other than RSA/RS256, you must leave this field blank.
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Figure 276: Register a Relying Party (RP)

1. Open the OpenID Connect Provider page on CDC console. 

2. Click Configure OP Settings and enter the URL of the proxy page you created earlier. 

3. Click Create RP.

4. In the Create RP page, enter a description for this RP. 

5. You may limit the RP to only receive specific response types. Under Supported Response 
Type, select or deselect the types. 

6. Under Subject Identifier Type, choose between returning a unique auto-generated ID 
(pairwise) that is based on the UID, or the user's UID (the Public option). 

7. The RP must provide the OP with any redirect URIs they will be using. These URIs must be 
HTTPS and are entered under Redirect URIs in the respective section. Any requests using 
redirect URIs that have not been pre-configured will fail.

8. Finally, define an Access Token Lifetime. This is the length of time the granted 
access_token is valid from the time it was issued and may be from 60 to 604800 seconds 
(7 days), if left blank, the default is 86400 seconds (24 hours).

9. Click Create. 

10. To make changes to the RP, in the list of RPs, click the Edit button: 

For more info visit: https://developers.gigya.com/display/GD/OpenID+Provider
+Setup#OpenIDProviderSetup-RegisteraRelyingParty(RP)
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JSON Web Token

Figure 277: JSON Web Token

Figure 278: JSON Web Token (JWT)

● https://jwt.io/introduction/

● This is about avoiding man-in-the-middle attacks and tampering

● Customer Data Cloud currently supports generating a JWT on the client SDK and REST 
API

● Client-side JWT can be requested after login with custom claims (fields and expiration)

● Currently being implemented in the IoT use case and server-to-server trustless 
environment

● Great option for integrations: it's lightweight, small, and quick

● Google apps, Alexa, and IoT devices are using it.
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Figure 279: JWT Utilization Example

Imagine a user login to CDC… the response only includes the UID and some other fields. Try to 
avoid extra CDC calls; that's why we have JWT claims.

Figure 280: JWT Format

You can go to jwt.io, paste the encoded version, and get the decoded version as a response.

Notes

● This is Base64 encoded
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Figure 281: JWT Format Decoded

Figure 282: JWT Usage - Front End option

Use Case: we want access to a JWT, specifically to its payload to retrieve some trusted 
content (retrieve several user info fields) for the currently logged in user ONLY from a 
backend or third-party system.

Flow Steps:

1. SAP CDC presents the login screenset and the user logs in into CDC Identity Manager using 
the current RaaS policies and setup.

2. Then the onLogin event is triggered on the client-side and the User Object with the UID field 
is returned. This information also is stored into a cookie: https://developers.gigya.com/
display/GD/Advanced+Cookie+Reference

3. Once the user is authenticated, the user can use the Web SDK (Client API) to retrieve a JWT 
(JSON Web Token) from the Identity Manager as is explained in next slide.

https://developers.gigya.com/display/GD/accounts.getJWT+JS

4. The JWT must be validated using the public key obtained from the server via the REST API 
method (notice that we are using a different API!)

https://developers.gigya.com/display/GD/accounts.getJWTPublicKey+REST
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These public keys are usually cached to avoid round trips, although from time-to-time they 
changed, so we need to check if the cached version is still valid using the keyid field.

https://knowledge.gigya.com/GKB_Article?
id=a6H400000004DZpEAM&source=a1Y1W000008BuBrUAK

Sample business scenarios/use cases:

● Front end usage: Client-side login (i.e. email/pwd with SAP CDC screenSets, social login) 
is a flow that natively occurs on a user's device (browser/mobile). In the case of social 
login, it also requires the user to successfully login to one of the providers supported by 
CDC. Obviously, this process has to happen on the client side, which means there is a risk 
that a malicious user will try to tamper with the data sent from the client to the server. The 
most important piece of data is the UID, which is used to authenticate the user and log 
him/her into your system. Once the user completes log in (front-end), you would probably 
want to send the UID to the server for further processing (adding user to a database, 
create a server-side session, etc). During this process, you want to prevent tampering with 
the UID. Instead of just sending a UID to the server, a client-side JWT can be generated, 
then sent to your server. The JWT includes a signature that is used to verify the message 
wasn't changed along the way. This is the most common scenario for using JWT.

● Other use cases: Authorize user against protected resources using JWT profile/custom 
data fields. For instance, a client-side generated JWT containing a membership type field 
(data.membershipType) can be used to request a resource that will be available to 
premium users only (i.e. data.membershipType == "premium", then... return video 
content, else... access denied). Share profile information. A client-side generated JWT can 
be used as a simple mechanism to transmit/exchange profile data. For instance, in order 
to submit a claim, a user must fill out a form on an external website and a JWT could be 
sent as part of the "redirection" request. The target website can retrieve profile 
information (first name, last name, email) from the JWT and auto-populate the form (or 
even authenticate the user if exists).

Figure 283: Client Side JWT API Call example - Web SDK

More info about parameters: https://developers.gigya.com/display/GD/accounts.getJWT
+JS

https://enable.cx.sap.com/media/JSON+Web+Token+%28JWT%29+-+SAP+Customer
+Data+Cloud/1_lqoz6nxe

gigya.accounts.getJWT({fields:'profile.firstName,profile.lastName',expiration:60})
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Figure 284: JWT Usage - Server-Side

Use Case: we want access to a JWT, specifically to its payload to retrieve some trusted 
content (several user info fields) for ANY logged in user from a backend or third-party system.

Flow Steps:

1. SAP CDC presents the login screenset and the user logs in into CDC Identity Manager using 
the current RaaS policies and setup.

2. Then, the onLogin event is triggered on the client side and the User Object with the UID field 
is returned. This information is also stored in a cookie: https://developers.gigya.com/
display/GD/Advanced+Cookie+Reference

These first two steps are equal to the Front-end option, but from this point on the flow is 
different.

3. For any user authenticated (logged in), we can use the Rest API (or the server-side SDK) to 
validate any UID for any logged user. This can be done using  SigUtils.validateUserSignature()  
in any server SDK or by checking UID, signatureTimestamp, and UIDSignature fields using the 
Signature validation process.

https://developers.gigya.com/display/GD/accounts.getJWT+REST

https://developers.gigya.com/display/GD/User+JS (User Object and its fields)

https://developers.gigya.com/display/GD/Security+Best
+Practices#SecurityBestPractices-SignatureValidationProcess (how to check if a signature is 
valid)

4. After the UID is validated on the server-side, we can use the Rest API (or any server side 
SDK) to retrieve a JWT (JSON Web Token) from the Identity Manager as is explained in next 
slide.

5. The JWT must be validated using the public key obtained from the server via the REST API 
method and accessible for the back-end application.

https://developers.gigya.com/display/GD/accounts.getJWTPublicKey+REST

These public keys are usually cached to avoid round trips, although from time-to-time they 
changed, so we need to check if the cached version is still valid using the keyid field

https://knowledge.gigya.com/GKB_Article?
id=a6H400000004DZpEAM&source=a1Y1W000008BuBrUAK

In this option you don't have to pass the UID to the backend/3rd Party

Sample business scenarios/use cases:
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1. Server-side usage: Although less common than client-side generated JWT, there are some 
use cases for server-side usage. For instance server-to-server federation. Also for 
instance, a user (logged in w/ server-side session) in an e-Commerce portal must be 
redirected to a partner payment system. Before redirection, the e-Commerce back-end 
can request a user's JWT to SAP CDC via a REST API call, just by passing a UID in a signed 
request. Once JWT is retrieved, it can be transmitted to the partner payment system for 
further JWT validation and authentication on the payment system.

2. User impersonation: For example, considering a user (user 1) with authorization to 
approve leave requests on behalf of someone else (user 2), the system (server-side) could 
ask SAP CDC to generate at any time a JWT for any user (i.e. user 2). Then, this JWT could 
be used as an impersonation mechanism to allow user 1 to approve tasks on another 
system on behalf of user 2. IoT and device registration. The objective is to associate an 
identity with a device (car, home assistance, smartwatch, other), by allowing the users to 
login/register on a secondary device e.g. a mobile phone, tablet or laptop that is easier to 
type on. This can be done by using either a pin code or a QR code, generating a JWT 
(server-side) linked to the user. The JWT is retrieved by the device (once the pin code is 
validated), sent with subsequent requests, and acts as an access token to provide direct 
access to accounts for reads / writes.

Figure 285: Server-Side JWT API Call example - REST API

For More info on parameters, see https://developers.gigya.com/display/GD/
accounts.getJWT+REST#accounts.getJWTREST-Parameters

targetUID (string): The UID of the user whose data is being requested. Must be a user for the 
site of the associated apiKey (above).

Fields (string, comma-delimited): Any existing profile and/or data fields in the target site's 
database you want to explicitly return in the JWT for this targetUID.

● When requesting profile fields, it is not necessary to prepend 'profile.' (e.g., 
profile.firstName can be passed as firstName).

Expiration (integer) - The TTL of the returned JWT, in seconds. If this parameter is not 
passed, the default is 300.

format and callback - used when you want to specify a callback method to be called with the 
response (set format to 'jsonp' and callback to method name)
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Figure 286: Public key for validating a JWT

This is a screenshot from CDC console > Settings > OpenID Connect Provider > OP Metadata 
(link on page).

More info here: https://developers.gigya.com/display/GD/How+To+Validate+A+Gigya
+id_token#HowToValidateAGigyaid_token-Validation

Figure 287: Example accounts.getJWTPublicKey Response

https://developers.gigya.com/display/GD/accounts.getJWTPublicKey+REST

Reminder: <Data_Center> can be:

● us1.gigya.com - For the US data center.

● eu1.gigya.com - For the European data center.

● au1.gigya.com - For the Australian data center.

● ru1.gigya.com - For the Russian data center.

● cn1.gigya-api.cn - For the Chinese data center.
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Figure 288: Steps to validate a Customer Data Cloud JWT id_token

Refer the following page for sample code

https://developers.gigya.com/display/GD/How+To+Validate+A+Gigya
+id_token#HowToValidateAGigyaid_token-Steps

Figure 289: Exercise 10

 

LESSON SUMMARY
You should now be able to:

● Use SAML, OpenID Connect, and JSON web tokens
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UNIT 11 Mobile Apps Integration

Lesson 1

Understanding Mobile Apps Integration 169

UNIT OBJECTIVES

● Use mobile SDKs and mobile session management
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Unit 11
Lesson 1

Understanding Mobile Apps Integration

LESSON OBJECTIVES
After completing this lesson, you will be able to:

● Use mobile SDKs and mobile session management

Mobile SDKs

Figure 290: Mobile SDKs

Figure 291: Mobile Support
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Figure 292: Mobile SDK

● Providing mobile UIs for RaaS

● Screen-Sets

● Social Login

● Adding connections to Social Networks

● Comments

● Ratings and Reviews

● Share Bars

Figure 293: Choosing a Development Approach

● LOE : Level Of Effort
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Figure 294: Choosing a Development Approach

Figure 295: Web Bridge

Refer to the following links for more details:

https://developers.gigya.com/display/GD/Android+SDK+v4#AndroidSDKv4-
UsingtheGigyaWebBridgeexplicitly.

https://developers.gigya.com/display/GD/Swift+SDK#SwiftSDK-
UsingtheGigyaWebBridgeexplicitly.

Figure 296: Plugin View
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Views vs Fragments

Custom Views have the advantage of simplicity and their primary purpose is to display a piece 
of data on the screen. They must rely on other components in order to do more.

Think of Fragments as a functional unit, a way to display a portion of UI that has a specific 
purpose, using one or more Views. Fragments are connected to the Activity lifecycle and they 
can include and control Loaders to populate the Views with data. They can also include sub-
fragments. Finally, they can also be added to a synthetic back stack. They can do many things 
and are somewhat complex to learn.

As you can see, Fragments have much more in common with Activities than they have with 
custom views.

As a side note, Fragments can also be headless (with no UI). Headless fragments provide a 
way to encapsulate non-visual functionality relying on the Activity lifecycle in a separate 
component.

Figure 297: Mobile View Mode

Figure 298: Download Mobile SDK and Setup Customer Data Cloud

https://downloads.gigya.com/list
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Figure 299: Native Screen-Sets

https://downloads.gigya.com/list

Figure 300: Supporting Native Screen-Sets

The engine is developed with Google's Flutter framework
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Figure 301: Native Screen-Set JSON Schema

https://downloads.gigya.com/list

Android SDK

Figure 302: Android SDK

Figure 303: Android SDK v4

https://developers.gigya.com/display/GD/Android+SDK+v4

https://developers.gigya.com/display/GD/Android+SDK+v4.x+Reference

Unit 11: Mobile Apps Integration

174 © Copyright. All rights reserved.



Figure 304: Download the SDK and Associated Files

https://downloads.gigya.com/list

Figure 305: Basic Integration & Setup

Figure 306: Implicit API Key Initialization
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Figure 307: Explicit API Key Initialization

Figure 308: Sending Requests

The following example sends an accounts.verifyLogin request using the current logged in 
user's UID field to verify that the current session is still valid

Figure 309: Accessing the Response
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Figure 310: Registering & Logging the User

Figure 311: Using Screen-Sets

Figure 312: Using the WebBridge

Special cases include uses of SAML & captcha implementations
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Figure 313: Social Login

All supported providers constants are available using GigyaDefinitions.Providers class

More info about social provider's native implementation: https://developers.gigya.com/
display/GD/Android+SDK+v4#AndroidSDKv4-ConfiguringNativeLogin

iOS SDK

Figure 314: iOS SDK

Figure 315: iOS Swift SDK

Follow these steps:
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1. https://developers.gigya.com/display/GD/Swift+SDK#SwiftSDK-
DownloadSDKandSamples

2. https://developers.gigya.com/display/GD/Swift+SDK#SwiftSDK-BasicIntegration

3. https://developers.gigya.com/display/GD/Swift+SDK#SwiftSDK-ImplicitInitialization

4. https://developers.gigya.com/display/GD/Swift+SDK#SwiftSDK-SendingaRequest

5. https://developers.gigya.com/display/GD/Swift+SDK#SwiftSDK-
GigyaApiResultEnumwithAssociatedValues

6. https://developers.gigya.com/display/GD/Swift+SDK#SwiftSDK-Login&Registration

7. https://developers.gigya.com/display/GD/Swift+SDK#SwiftSDK-UsingScreen-Sets

8. https://developers.gigya.com/display/GD/Swift+SDK#SwiftSDK-
UsingtheGigyaWebBridgeexplicitly.

More information: https://developers.gigya.com/display/GD/Swift+SDK

Figure 316: Download the SDK and Associated Files

Gigya Developer Downloads: https://downloads.gigya.com/list

Figure 317: Basic Integration & Setup (Xcode Project Configuration)
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Figure 318: Implicit API Key Initialization (Xcode Project Configuration)

Figure 319: Explicit API Key Initialization

Figure 320: Sending Requests

The following example sends an accounts.verifyLogin request using the current logged in 
user's UID field to verify that the current session is still valid
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Figure 321: Accessing the Response

Figure 322: Registering & Logging the User

Figure 323: Using Screen-Sets
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Figure 324: Using the WebBridge

Special cases include uses of SAML & captcha implementations

Figure 325: Social Login

All supported providers' constants are available using  GigyaSocialProviders  Enum.

More info about social providers' native implementation: https://developers.gigya.com/
display/GD/Swift+SDK#SwiftSDK-ConfiguringNativeLogin

Mobile Session Management

Figure 326: Mobile Session Management
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Figure 327: REST and Sessions in Mobile Apps

Figure 328: Why Local App sessions

Figure 329: Session Implementation

More info about fixed session duration:

https://developers.gigya.com/display/GD/Android+SDK+v4#AndroidSDKv4-
HandlingFixedSessionExpiration

https://developers.gigya.com/display/GD/Swift+SDK#SwiftSDK-FixedLengthSessions
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LESSON SUMMARY
You should now be able to:

● Use mobile SDKs and mobile session management
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UNIT 12 CIAM for B2B

Lesson 1

Lesson 12.1: Understanding B2B CIAM 187

UNIT OBJECTIVES

● Use CIAM for B2B
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Unit 12
Lesson 1

Lesson 12.1: Understanding B2B CIAM

LESSON OBJECTIVES
After completing this lesson, you will be able to:

● Use CIAM for B2B

CIAM for B2B

Figure 330: CIAM for B2B

Figure 331: Business View and Benefits
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Figure 332: Key Capabilities

Figure 333: Introducing SAP CIAM for B2B

Figure 334: Role of SAP CIAM for B2B in the digital architecture
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Implementing Partners, Site Groups and Organizations

Figure 335: Implementing Partners, Site Groups and Organizations

Figure 336: Activate Organization Management and Access to CIAM for B2B Console

Figure 337: Organization Management
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Figure 338: IT Admin Profile

Organization Access Management

Figure 339: Organization Access Management

Figure 340: Organization Access Management
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Figure 341: Partner Organizations

Figure 342: Self-Registration & Provisioning

Figure 343: Back Office Integration

BPID stands for Business Partner Id

https://developers.gigya.com/display/GD/Organization+Management+Detailed+User
+Guide#OrganizationManagementDetailedUserGuide-4.ManageOrganizationsAPI
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End User Self-Service and Delegated Administration

Figure 344: End User Self-Service and Delegated Administration

Figure 345: End User Self-Service & Delegated Administration

Figure 346: Partner Users
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Figure 347: Organization Members and Identity Access Views

Figure 348: Implementing Access for the Delegated Admin

Policy Based Access Control

Figure 349: Policy Based Access Control
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Figure 350: Policy-Based Access Control

RBAC - Role Based Access Control

ABAC - Attribute Based Access Control

Figure 351: Policy Building Blocks and Access Policy End-to-End

Figure 352: Policy Building Blocks I: Roles and Dynamic Groups

Unit 12: CIAM for B2B

194 © Copyright. All rights reserved.



Figure 353: Policy Building Blocks II: Actions and Asset Templates

Figure 354: Policy Building Blocks III: Asset Rules and Assets

Figure 355: Policy Building Blocks IV: Applications
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Figure 356: Policy Building Blocks V: Conditions (Optional)

Figure 357: Building a Policy

Figure 358: Authorization Requests

Authorization Request RESTful API - https://developers.gigya.com/display/GD/
Organization+Management+Detailed+User
+Guide#OrganizationManagementDetailedUserGuide-VI.AuthorizationRequest
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Figure 359: Policy Audit Log

LESSON SUMMARY
You should now be able to:

● Use CIAM for B2B

Lesson: Lesson 12.1: Understanding B2B CIAM
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UNIT 13 Best Practices

Lesson 1

Understanding Best Practices 201

UNIT OBJECTIVES

● Understand best practices for SAP Customer Data Cloud
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Unit 13
Lesson 1

Understanding Best Practices

LESSON OBJECTIVES
After completing this lesson, you will be able to:

● Understand best practices for SAP Customer Data Cloud

Best Practices

Figure 360: Best Practices

Figure 361: UX Best Practices

● Prioritize social login

● Offer different login options

● Avoid the need for scrolling

● Use conditional, progressive profiling
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Figure 362: Mobile Apps Best Practices

● If you go native, think about applications and resources you already have. When do you 
want to go live (web views are faster to implement but native will have a better UX)?

● Biometric data includes fingerprints, face ID, and touch ID. The user logs in one time, which 
creates a session. That session is secured with biometrics.

● Create long-lived sessions (parameter value -2 never expires). We never transmit the client 
session secret that is securely stored locally within the client, so the content request we 
sent is encrypted each at any time… changing small expiration times (JWT). This is 
completely different to web apps because session timeout doesn't exist.

● How to view profile when the connection goes down or the user is offline? You have to 
create custom special views (using local cached data, trying to (auto)reconnect view, 
etc…) in contrast with displaying the server not found / connection error messages from 
the web view (acting like a browser).

● Never use the application secret (Console/Admin/applications) in your mobile app only 
the application key (like it's done in the html screen-sets)

Figure 363: Mobile Security Best Practices

PII - Personally Identifiable Information
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Figure 364: Security Best Practices

Some REST APIs may function without these authorization parameters, however, when that 
occurs, these calls are treated as client-side calls and all client-side rate limits will apply. In 
order to not reach client-side rate limits that may impact your implementation when using 
server-to-server REST calls, it is Recommended Best Practice to always sign the request or 
use a secret.

If this parameter is not passed, the default TTL of the returned JWT is 300 seconds.

https://developers.gigya.com/display/GD/OAuth+2.0+Compliant+REST+API

When using an HTTPS domain, when loading the Gigya Web SDK on a web page, load it from 
our HTTPS domain (i.e., reference "CDNS" and not "CDN", as per the example below). This 
will not only load the SDK itself over HTTPS but will cause the SDK to perform all its 
communications with the Gigya server over HTTPS as well.

Advanced Cookie Reference

https://developers.gigya.com/display/GD/Advanced+Cookie+Reference

Managing Session Expiration

https://developers.gigya.com/display/GD/Managing+Session+Expiration

JWT expiration

https://developers.gigya.com/display/GD/accounts.getJWT+JS

Signing Requests to SAP Customer Data Cloud

https://developers.gigya.com/display/GD/Signing+Requests+to+SAP+Customer+Data
+Cloud

https://developers.gigya.com/display/GD/Security+Best+Practices

Figure 365: Signature Validation Best Practices

Lesson: Understanding Best Practices
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Figure 366: ID_Token Validation Best Practices

Figure 367: Cookie Best Practices - Blocked 3rd Party Cookies

https://developers.gigya.com/display/GD/Blocked+Third-Party+Cookies

By default, when the Gigya JS SDK is loaded in a webpage, if it sees the user is using a 
browser that blocks third-party cookies by default (e.g., Safari), it will attempt to set the 
required data in Local Storage to solve the problem. 

Figure 368: Supporting SSO & SAML Login in Browsers that Block Third-Party Cookies

https://developers.gigya.com/display/GD/Blocked+Third-Party+Cookies
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OAuth2-compliant REST API

Figure 369: OAuth2-compliant REST API

Figure 370: OAuth2 Compliant RESTful API

http://wiki.oauth.net/OAuth-2

https://developers.gigya.com/display/GD/OAuth+2.0+Compliant+REST+API

Figure 371: Use Case 1 - Smart Client Application Flow

Your Client Application:

Lesson: Understanding Best Practices
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1. Log the user in via the CDC service by redirecting the user to the CDC login end-point URL. 
Pass the response_type="token" parameter. 

2. In the Login response you will receive the access_token. This token is your authorization 
ticket for accessing the current user's social profile.

3. Pass the access_token with each RESTful API method call associated with the current 
user.

4. Receive the RESTful API method response.

https://developers.gigya.com/display/GD/OAuth+2.0+Compliant+REST+API

Figure 372: Use Case 2 - Direct Server-to-Server Flow

This use case applies when using CDC's Registration-as-a-Service (RaaS).

Your Client Application:

1. Log in the user via the CDC service using the web SDK method calls, socialize.login or 
socialize.notifyLogin. You may also use the ready-made login add-on, 
socialize.showLoginUI.

2. In the login response, you will receive the user object.

3. Pass the user object to your server application.

Your Server Application:

1. Obtain the access_token, using the getToken end-point, and pass the grant_type="none" 
parameter. The getToken method must be called over HTTPS.

2. Receive the getToken method response, which will contain the access_token. Note that in 
this use case, the token is not related to a specific user.

3. Pass the access_token with each RESTful API method call. If the method call is associated 
with a specific user, also pass the user's UID as a parameter.

4. Receive RESTful API method response.

Alternate Use Case 2 - Hybrid Client/Server Flow

As above, in this case you use both the client and server applications to communicate 
with CDC's RESTful and Client API's, but in reverse order. First the server requests an access 
token, then that token is set as a WebSDK Configuration object when loading the CDC Web 
SDK.

Unit 13: Best Practices
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https://developers.gigya.com/display/GD/OAuth+2.0+Compliant+REST+API

Figure 373: Use Case 3 - Web Server Flow

This use case applies to Social Login using CDC's socialize APIs (without RaaS).

This authorization code flow is best used in web and mobile apps. Since the authorization 
code grant has the extra step of exchanging the authorization code for the access token, it 
provides an additional layer of security not present in the implicit grant type. The code 
exchange step ensures that an attacker isn't able to intercept the access token, since the 
access token is always sent via a secure backchannel between the application and the OAuth 
server.

Use case 2 is recommended over this one, because in use case 2's server step 1, the access 
token is always obtained using HTTPS.

Use case 3 is more secure than use case 1, because with use case 1, anyone using the browser 
can see and use the access token. Use case 3's extra authorization code step prevents this by 
authorizing the client before using the access token.

Your Client Application:

1. Log the user in via the CDC service's Login Plugin or the socialize.login API method of the 
CDC Web SDK. Important: Set the authCodeOnly parameter to true.

2. In the onLogin event data (or in the socialize.login API method response) you will receive 
the authCode.

3. Pass the authCode to your server application.(Alternatively, you may redirect the user to 
the CDC login end-point URL. Pass the response_type="code" parameter. Receive the 
code in the response, and pass it to the server. Read more in the Login end-point section 
below.)

Your Server Application:

1. Obtain the access_token using the getToken end-point. Pass the code and 
grant_type="authorization_code" as parameters. The getToken method must be called 
over HTTPS.

2. Receive the getToken method response. The response will contain the access_token. This 
token is the authorization ticket for accessing the current user's social profile.

3. Pass the access_token with each RESTful API method call associated to that user.

4. Receive the RESTful API method response.

Lesson: Understanding Best Practices
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https://developers.gigya.com/display/GD/OAuth+2.0+Compliant+REST+API

https://developer.okta.com/blog/2018/04/10/oauth-authorization-code-grant-type

API Rate Limits

Figure 374: API Rate Limits

Figure 375: API Rate Limits

For security reasons, CDC does not publish other information regarding API rate limits.

● Usually, API rate limits are set to 50 rps per endpoint except for login, getschema, 
getaccount, and few others which allow 300-500 rps.

● The rate for client-side calls is much lower than server-side at about 60 requests per 
minute (rpm)… be careful with mobile apps!

● Partner, user, and app each set different limits.

Each customer has a default set for API rate limits

● These limits are not enough for Black Friday or peak times, but usually are fine for typical 
days

● For big events, contact support two weeks in advance to set up special rate limits.

● Acceptable Use Policy: https://developers.gigya.com/display/GD/Acceptable+Use
+Policy
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User Imports

Figure 376: User Imports

Figure 377: User Migrations

● https://developers.gigya.com/display/GD/Import+Guides

● https://developers.gigya.com/display/GD/Users

● Check that the hashing algorithm for the password is compatible with CDC.

- The hash algorithm is used to encrypt the password

- The supported hash algorithms 
are: md5, sha1, sha256, md5_crypt, bcrypt, pbkdf2 and drupal

● See important details about the password in the help documentation here: https://
developers.gigya.com/display/GD/accounts.importFullAccount+REST

Lesson: Understanding Best Practices
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Figure 378: User Migration Options

Figure 379: Validate Passwords

Using proprietary/legacy password hashing algoritms:

1. User submits login/password to CDC

2. Proprietary/Legacy hashing of user-submitted password

3. If the hashed password from step above matches the stored hashed legacy password:

4. hashes the clear-text user-submitted password using one of the standard supported by 
CDC hashing algorithms

5. stores the new hashed password

Unit 13: Best Practices
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Figure 380: User Migration Process

https://developers.gigya.com/display/GD/accounts.login+JS

More information here: https://www.sap.com/cxworks/article/435028288/
User_Migration_Playbook_or_Template_Download

Figure 381: Data Migration Overview

De-duplication scenarios:

● The de-duplication will be based on business logic defined by you, as really in this case 
there isn't any one-size fits all solution, for example you could decide that an account 
already exists in CDC if the email address is already taken (that is assuming you do not 
have duplicate email addresses in Site N yourselves), or your could push the logic further 
by checking for other profile attributes. As a minimum, the opt-ins are typically imported 
for users of additional brands.

● As for the decision to update existing CDC accounts with Site N data or not, again this will 
highly depend on your use case. For example you may have a Site N with a more highly 
engaged community than your already existing CDC sites, in which case it might make 
sense to update the password in CDC with the password from Site N.

● Because of this wide range of possibilities, the development of the deduplication script is 
usually best left in the hands of your own technical teams, but your CDC Technical 
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Consultant will be more than happy to guide you through the use of CDC's APIs necessary 
to this development.

Key Resources

Figure 382: Key Resources

Figure 383: Customer Data Cloud Developer Resources

http://developers.gigya.com

https://enable.cx.sap.com/category/Customer+Data/89743411

https://launchpad.support.sap.com

http://console.gigya.com
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Figure 384: CX Works

https://www.sap.com/cxworks/

https://www.sap.com/cxworks/expert-recommendations/articles/customer-data-cloud

https://www.sap.com/cxworks/article/432583102/
Project_Delivery_Framework_for_SAP_Customer_Data_Cloud

https://www.sap.com/cxworks/strategic-guidance

Figure 385: SAP Certified Development Associate SAP CDC Exam

https://training.sap.com/trainingpath/Cloud-SAP+Customer+Experience+%28C4HANA
%29-Customer+Data+Cloud

https://enable.cx.sap.com/channel/Customer+Data+Cloud+Features+and+Configurations/
95027061

https://enable.cx.sap.com/channel/Customer+Data+Cloud+Technical/95020731

https://training.sap.com/trainingpath/Cloud-SAP+Customer+Experience+%28C4HANA
%29-Customer+Data+Cloud

LESSON SUMMARY
You should now be able to:

● Understand best practices for SAP Customer Data Cloud

Lesson: Understanding Best Practices
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